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ABSTRACT
The massive multiple input multiple output (MIMO) is a promising technology for future 5G wireless communication systems to provide high spectrum efficiency. The use of a
very large number of antennas for both transmission and reception is an intuitive approach
to boost the system capacity and enhance the link reliability. The main requirement of future wireless systems are high throughput, serving many users simultaneously with optimal
energy consumption. In the first part of the thesis, we proposed a novel algorithm for secrecy rate analysis of massive MIMO with QoS requirement by adapting the transmit signal
vector and power of user using game theory. The second part focuses on the performance
analysis of massive MIMO systems in the presence of eavesdroppers and jammers (aka
attackers) adopting two different precoding techniques, Zero Forcing (ZF) and Maximum
ratio transmisson (MRT), to approximate the signal-to-interference-plus noise (SINR) ratio
using normalization methods and provide the closed form expression for achievable secrecy
sum-rate in the presence of attackers of the system. The approximations are validated with
Monte-carlo simulations.
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CHAPTER 1
INTRODUCTION
This chapter briefly reviews the current technology in multiple input multiple output (MIMO)
wireless system and then discusses the reason behind the evolution of massive MIMO. The
organization of the thesis is outlined at the end of this chapter.

1.1

Motivation

The origins of the radio date back to 1861 when James Maxwell proposed a mathematical theory of electromagnetic waves [1] and it was demonstrated in 1887 using stationary
waves to prove the existence of such waves [2]. Then, radio techniques were applied in
the commercial wireless systems. Nowadays, according to Cisco [3], the global mobile
data traffic will grow to 49 Exabytes per month by 2021, a seven-fold increase over 2016
as shown in Figure 1.1 at Compound Annual Growth Rate (CAGR) of 47% from 2016 to
2021. In 2016, global mobile devices and connections grew to 8.0 billion, up from 7.6 billion in 2015. Globally, mobile devices and connections will grow to 11.6 billion by 2021
at a CAGR of 8% as shown in Figure 1.2.

Figure 1.1: Global mobile data forecast per month
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Figure 1.2: Global mobile devices and connection growth

In order to meet the drastic increase in data traffic, the world has experienced a technology revolution with new generation of cellular networks moving away from the Fourth
Generation (4G) wireless system. This includes mobile WiMAX and Long-Term Evolution Advanced (LTE Advanced), to the upcoming Fifth-Generation (5G). Currently, LTE
service initiated by major operators such as Verizon and 4G connection represents 0.9% of
mobile connections [4]. To meet the ever increasing demand of higher data rate, a massive
network densification is needed which is neither economically nor ecologically viable with
current mobile communication systems [5]. With these challenges, to meet this demand in
a sustainable way new technologies are under development [5, 6]. Japanese operator NTT
Docomo successfully tested uplink packet transmission at 10 Gbps based on 16 × 8 MIMO
system in December 2012 [7]. In summary, the global deployment of 4G and development
of 5G technologies are the current trends in wirless systems. Five new technologies which
improve energy efficiency and spectral efficiency are presented in [6].
The deployment of 5G mobile networks is expected to peak in between 2020 and
2030. 5G technology will involve a combination of existing and evolving technologies and
will have to support a large diversity of applications with a large variety of requirements.
Recent research has been focusing on how to deliver higher data rates, reduced latency, and
enhanced indoor coverage for an increased number of devices [8]. In order to meet these

for relay nodes. However, and despite the advances made so far, new market trends are imposing requirements which are forcing the development of a ﬁfth generation of mobile networks. In13
addition to
the current functionalities, this new system should be able to support innovative services, which so far
challenges, researchers in both academia and industry have been studying and developing
were not possible due to capacity and latency constraints. Some examples are the Internet of Things
promising techniques that will be present in future networks.
(IoT) connectivity, enhanced e-health or even machine-to-machine (M2M) communications - the idea is
to redeﬁne human and machine networks in such a way that everything is connected at a zero-distance
1.1.1
5G Requirements
[4].
Mobile operators and25industry have been trying to follow the increasing trend of global data
traffic with release of new features and functionalities. Despite of the advancement made so
20

Exabytes per month

far, new market trends are imposing new requirements which are forcing the development
of a 5G mobile network, that is able to support innovative services. Such network was
15

not possible due to capacity and latency constraints i.e Internet of Things connectivity,
enhanced e-health, and
10 machine-to-machine (M2M) communications. The basic objective
is to redefine human and machine networks in such a way that everything is connected at a
zero-distance [9].

5

An exponential growth of global data traffic is projected as shown in Figure 1.1, the
0

2016
2018 trend
2019 as shown in Figure 1.3.
revenues are bound to remain2014
nearly2015
constant
with2017
logarithmic

(a) Cisco aspect
forecasts
approximate
increase of
of future
ten times
in
Considering the economic
to an
meet
the expectation
wireless
systems, the
overall data trafﬁc between 2014 to 2019. (based on data from

[5]). be taken into account [10–12]:
following aspects must

(b) Whilst mobile trafﬁc volume is expected to increase exponentially, netFigure
1.3: Network
operators
revenuea(logarithmic
trend)
work
operators’
revenues have
been following
logarithmic trend
(reproduced from [6]).

Figure 1.1: Trends of trafﬁc data volume in the next decade.
As a result, an exponential growth in trafﬁc volume is expected to occur until the year of 2020,
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1. Capacity: 5G technology must be able to cope with the increased global data traffic
which are couple orders of magnitude larger than todays’ mobile networks.
2. Data Rate: The user experienced data rates should be higher than the current data
rates. The objective of 5G technology is to deliver a better quality of service (QoS)
with responses to the requests perceived as instantaneous rate. End users at locations
with bad coverage should also be provided with rates of at least 100 Mbps in the
downlink, and 20 Mbps in uplink and latencies below 100 ms [13] .
3. Connected devices: 5G technology is expected to simultaneously handle a large
number of connected devices, of different types and with different requirements. The
goal is to deploy a 100 times more simultaneously connected devices and still be able
to provide high data rate (i.e upto 20 Mbps) in the worst case scenario.
4. RAN Latency: To give the zero-distance sensation to the end user, latency over the
radio access network (RAN) should be less than 1 ms (i.e 5 times less when compared
to LTE-A technology). This would enable the possibility for applications such as
augmented reality, tactile Internet or even real-time control of machine systems.
5. Energy and cost: Energy consumption will follow an exponential growth trend as
the data traffic with the existing technologies. The vision for 5G technology should
be more energy efficient oriented at the device, site and network levels. It requires
the usage of efficient components, advanced modulation techniques and near optimal
resource allocation algorithms.
5G technology will require drastic gain over current technology with combined use
of more spectrum, higher spectral efficiency and network densification resulting to overall
reduction cost per bit to meet the desired goals. The network throughput of given area can

thousand times. Making use of the three degrees of freedom described before, one has [9]:
Throughput = Available spectrum · Cell density · Spectral efﬁciency .

 

 


   
bit/s/Area

in Hz

Cell/Area

be expressed as a function of three degree of freedom as:
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(1.1)

bit/s/Hz/Cell

An increase of ten times in each direction, for instance, would meet the required performance. An
illustrative
example =
of Available
this can be seen
in ﬁgure 1.2,
which
includes
of the techniques
that will(1.1)
be
T hroughput
Spectrum
× Cell
Densit
y ×some
Spectral
E f f iciency
discussed in the next section.

Required Performance

Spectrum Efficiency
NOMA
Full-Duplex
Massive MIMO

Network Densification
Seamless Handovers
Phantom Cells
Device-to-Device

Current
Capacity

Spectrum Extension
Carrier Aggregation
FBMC
mmWave

Figure 1.2: Cube representing the possible paths to attain the required capacity and some technologies
Figure 1.4: Cube representation of degree of freedom to meet the required capacity
currently being studied.

An increase of 10 times in each direction would meet the desired performance. An
1.1.2

5G Design Aspects

illustrative example in cubic form is shown in Figure 1.4, which includes some techniques

As
stated in the
described
in previous
section section,
1.1.2. some of the challenges and requirements for the next generation mobile
networks are already established. The techniques proposed by the industry which are potentially capable
of satisfying those demands are going to be described here. Bear in mind that 5G is still a concept and

1.1.2

5G Design Aspects

hence the key technologies that will effectively be implemented are yet to be deﬁned; every path is open.
However, there is the need for an heterogenous network (HetNet), which means 5G will have to ”play

Some of the challenges and necessities for the future generation cellular networks and

nicely” with previous generations. Even though successive optimisations over the current network might

potential
capable
of fulfilling
thenot
requirements
are already
well-known.
cover
some technique
of the deﬁned
requirements,
they will
sufﬁce to accomplish
the desired
goals. 5G techA crucial
pointa inconcept
future deployments
will be
the usage of frequency
bands above
3 GHz
[10, 11], as
nology
is still
and its related
technologies
are still under
rigorous
development.
below this value the spectrum usage is already saturated. The use of higher frequency carriers, denoted

To achieve the two most important goals of future generation wireless systems, spectral and

by millimetre waves (mmWaves), means more bandwidth is available, hence it becomes easier to attain

energy
efficiency,
cognitive
radio
will
play
pivotal
role. Some key
the
so desired
higher data
rates. So
far, networks
these bands(CRN)
were not
used
for amobile
communications
due feato
their
large
However, if network
density
increased,
then distance
between
and serving
tures
thatattenuation.
may be implemented
in new
radioisaccess
technology
(RAT)
are users
as follows
[12]:
cells is reduced, enabling the use of these frequencies. Notwithstanding this fact, ultra-densiﬁcation may

1. Phantom Cell: Augments a capacity layer to the coverage layer via the introduction
4
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of low power nodes in high traffic areas. To increase the performance and throughputs the small cells would use higher frequencies. Whereas, lower frequencies are
used to control signaling and handover management.
2. Flexible Duplex: The main advantages of a CRN are its flexibility of being used in
terms of utilized carrier frequency and/or duplex scheme. Hence, the smart use of
combination of time division duplex (TDD) and frequency division duplex (FDD)
schemes, along with an opportunistic carrier selection will play a pivotal role in the
5G radio access technology.
3. Waveform Design: 5G technology will use different spectrum bands according to
different propagation conditions, and, there would be different requirements in terms
of modulation. To prioritize coverage and support wider frequency bands, LTE-based
scheme can be utilized. examples for such scheme are orthogonal frequency division
multiplexing (OFDM) as well as alternative single carrier waveform or multi-carrier
waveform such as filter bank multicarrier and generalized frequency division multiplexing [14, 15].
4. Massive MIMO: Multiple-input multiple-output (MIMO) systems with multiple antennas at the transmitter and receiver are already used to achieve higher capacity and
link reliability by the exploitation of both spatial multiplexing and diversity. In order
to deliver the required data rates, the use of antenna arrays with a very large number
(tens to hundreds) of elements might become a reality. This technology will allow a
much higher spectral efficiency with decreased energy levels, while serving a large
number of users at the same time [16].

1.2

Thesis Organization

The organization of this thesis in terms of chapter and respective content is as follows:
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1. Chapter 2: This chapter describes the background of MIMO systems. The evolution of massive MIMO, system model, and linear precoding are also discussed. The
chapter also describes the advantages and challenges of massive MIMO.
2. Chapter 3: In this chapter, an iterative algorithm to evaluate the secrecy analysis
in the presence of eavesdropper and jammers is discussed. The proposed algorithm
adapts the transmit signal vector and power to fulfill the target SINR requirement of
user by minimizing the impact of eavesdropper and jammers.
3. Chapter 4: This chapter describes the physical layer secrecy rate and its analysis
in the presence of eavesdropper and jammer by adpoting the zero-forcing precoding
technique.
4. Chapter 5: In this chapter, the physical layer secrecy rate is analyzed in the presence
of eavesdropper and jammer by adpoting the maximum ratio transmission precoding
technique and normalization methods.
5. Chapter 6
This chapter provides the detail investigation of joint impact jammer and eavesdropper considering matrix normalization and vector normalization using ZF and MRT
precoding.
6. Chapter 7
In this chapter, an overview of the most important results are highlighted. In addition,
potential further work is addressed.
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CHAPTER 2
LITERATURE REVIEW
This chapter describes the basic principle of multiple input multiple output (MIMO) system
including different linear precoding techniques. To better understand the massive MIMO
system, we first overview the concept and then describe the system model used throughout
this research work.

2.1

MIMO System Review

The wireless communication systems performance at physical layer is boosted by integrating MIMO technology wireless standard. This standard includes IEEE 802.11ac, IEEE
802.11n, WiMAX and LTE technology [18], in which latest LTE standard allows maximum eight antennas at transmitting and receiving end [19]. Since wireless resource has
become a valuable resource, the system performance can be improved by leveraging the
spatial domain without increasing the required spectrum. MIMO systems are categorized
as single user MIMO and multi user MIMO.
2.1.1

Single User MIMO

Single user (SU) MIMO communication systems, as illustrated in Figure 2.1 , exploits
large gains for channel capacity reliability and resistance to interference using the spacetime codes combined with stream multiplexed transmission [20]. In such conventional
SU view of MIMO systems, the extra spatial degrees of freedom brought by the use of
multiple antennas are exploited to expand the dimensions available for signal processing
and detection. In this approach, the link layer protocols for uplink and downlink indirectly
reap the performance benefits of MIMO antennas in the form of more reliable channel
quality.

19

Base Station

MIMO terminal

Figure 2.1: Single User MIMO

2.1.2

Multi User MIMO

The effort to exploit the spatial multiplexing gain has been shifted from conventional
MIMO to multiuser MIMO as shown in Figure 2.2, where several users are simultaneously served by a multiple-antenna base station (BS). With multiuser MIMO setups, a
spatial multiplexing gain can be achieved even if each user has a single antenna [21]. Multiuser MIMO does not only reap all benefits of MIMO systems, but also overcomes most
of propagation limitations in MIMO such as ill-behaved channels. Specifically, by using
scheduling schemes, the limitations of ill-behaved channels can be reduced. Thus, Lineof-sight propagation, which causes significant reduction of the performance of MIMO systems, is no longer a problem in multiuser -MIMO systems. Spatial knowledge becomes
more important for the purpose of signal processing to mitigate the inter-user interference
in MU MIMO. Hence, multiuser -MIMO has attracted substantial interest [22].
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MIMO terminal

Figure 2.2: Multi User MIMO

2.2

Massive MIMO

Theoretically, the more number of antennas at the transmitter and receiver in both single
user MIMO and multi user MIMO, the greater scale on which the spatial domain can be
exploited. Increasing channel capacity and reliability of wireless systems using very large
number of antennas has been an active research area since last two decades. The use of
multiple antennas is a part of the current LTE standard. Massive MIMO is a technology
that has attracted a lot of recent research interest for use in 5G networks. Massive MIMO
is a variation of multiuser MIMO, in which the number of antennas at the base station exceeds by far the number of active users per time-frequency resource. Massive MIMO offers
big advantages over conventional multiuser MIMO and claims have been made ten times
or more increase in capacity and hundred times improvement in energy efficiency [23].
The underlying reason for the improvements is that extensive spatial multiplexing is possible due to the large antenna array through beamforming, where the transmitted energy
can be beamformed towards the intended receiver with great precision into small regions
in space. This provides the solution for the congested wireless spectrum below 6 GHz. Efficient spatial multiplexing is dependent on the base station having accurate channel state
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information.

Figure 2.3: Massive MIMO System with 10 user and 100 Base Antenna Elements

Figure 2.4 depicts the possible deployment scenario of massive MIMO antenna arrays
which can be co-located in planar, cylindrical, or even in distributed manner. In [24–
32], theoretical and experimental research have been reported in massive MIMO scenarios,
where large number of antennas are deployed at the base station. Many massive MIMO
testbed implementations and demonstrations are highlighted in [8, 10, 33].
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Figure 2.5: System Model with Base Station, Users, Eavesdropper and Users
1. Single cell system: Because of present limited capacity of conducting channel measurement, only single cell situation can be investigated and analyzed. Multi-cell
system requires greater effort and more hardware equipment because different cells
need to be measured in synchronized way.
2. Single antenna user terminal: The basic idea of massive MIMO is to equip the
base station with a multiple of tens to hundreds of antennas compared to number of
users terminal to exploit the spatial domain. So multiple antennas at user terminal is
insignificant.
3. Perfect channel state information: It is assumed that the base station has the perfect
instantaneous channel state information that used for precoding and detection technique. However, in real situation the system performance can deteriorate because of
imperfect channel state information. In this thesis, the ideal condition to investigate
and analyze the system performance is considered.
Refer to Figure 2.5. The received signal at k-th intended receiver is given by:
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rk = Hk xk +

K
Õ
l=1,l,k

H k xl +

J
Õ

H Jj,k v j + n k

(2.1)

j=1

Where, H k is Nr × Nt propagation channel matrix of system connecting transmitter
to k-th intended receiver and H j,k is Nr × N j channel matrix connecting j-th jammer to
k-th user. r k is the received signal at k-th user terminal, x k is transmitted signal vector
that contains transmitted data symbols, n k is the additive white Gaussian noise(AWGN) at
k-th intended receiver with n k ∼ N (0, σ 2k INr ) where σ 2k is noise power at receiver, v j is
N j × 1 jamming signal with v j ∼ N (0, σ 2j IN j ) where σ 2j is jamming power. Note that first
term in equation (2.1) represents the desired signal for intended receiver, second and third
term represent the interference seen by k-th receiver from transmitter to other receivers and
jammers respectively
Similarly, the received signal re at eavesdropper is given by:
re = He x k + ne

(2.2)

where He is Ne × Nt channel matrix connecting base station to eavesdropper, re is the
received signal at eavesdropper and ne is the additive white Gaussian noise at eavesdropper
with ne ∼ N (0, σ 2e INe ).
The achievable secrecy rate for user k is given by:
Ck = [C k − Ce ]+

(2.3)

where [x, 0]+ = max(x, 0). Note Ck is the achievable rate for user k and Ce is the
achievable rate of eavesdropper by overhearing the transmitted message for legitimate user
in the system. The downlink model is used throughout the thesis and Nt >> K is assumed.
The system model is shown in Figure 2.5.
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2.4

The Linear Precoding

Precoding techniques are designed to separate data symbols with less inter user interference
as possible. Perfect channel state information is needed at base station, but not necessarily
at user terminal to perform processing. In [34] and [35], it is shown that dirty paper coding and successive interference cancellation detection provides better sum rate capacity in
downlink and uplink respectively. Realistic non-linear precoding techniques are optimal in
terms of sum rate capacity and are highly complex. However, linear precoding schemes
are simple, but sub optimal in terms of sum-rate capacity. In massive MIMO systems with
very large number of antennas at base station, linear schemes become nearly optimal. This
chapter will review precoding technique used in this thesis to investigate and analyze the
performance of massive MIMO systems in terms of eavesdropper and jammers. Commonly
used linear precoding techniques are zero forcing, matched filter, maximum ratio transmission, and minimum mean squared error. The following section focuses on linear precoding
in the downlink system.
2.4.1

Zero Forcing Precoding

The Zero Forcing (ZF) technique is linear precoding technique that eliminates out interuser interference which is assumed to implement a pseudo-inverse of the channel matrix.
The solution to ZF precoding can be achieved by solving the given optimization problem:
n
o
W kZ F = arg min E kWsk 2
|{z}

s.t

WH = I

(2.4)

W

The solution to the optimization problem in equation 2.4 that nullify the inter user
interference with minimum transmit power is given by [36]
W kZ F =

1
H k (H k H k T )−1
β

(2.5)
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where β is the scalar of Weiner Filter which is given by β =

q

Tr(BBT )
Ptr

and B = H k (H k H k T )−1

The received signal vector of user k with ZF precoding is given by

yk =

K
Õ
1 T
hTk Hl λ kz xl ) + H j v j + nk
(h k H k λ kz x k +
β
l=1,l,k

(2.6)

where, λ kz = H k λ kz is the k th column of B.
2.4.2

Maximum Ratio Transmission

Maximum Ratio Transmission (MRT) is a method used to maximize SINR of the user.
MRT works well in the multi-user MIMO system in which base station transmit very low
signal power to users. The solution to MRT precoding can be achieved by solving the given
optimization problem [36]:
n
W kZ F = arg max
|{z}
W

E

2
ksH yk

o

σn2

s.t



Tr PM RT WH W = 1

(2.7)

The solution to the optimization problem in equation 2.7 that maximize the SNR at
each user is the hermitian transpose of the channel matrix,
W kM RT =

1 H
H
β k

where, β is the scalar of Weiner Filter which is given by β =

(2.8)
q

Tr(Hk HkT )
Ptr

The received signal vector by user k with MRT precoding technique is given by

yk =

K
Õ
1
(h k hTk x k +
h k hTl xl ) + H j v j + nk
β
l=1,l,k

(2.9)

MRT is appropriate for noise limited scenarios to maximize the SNR at user terminal.
ZF performs better than MRT in high SNR since MRT is limited by inter-user interference.
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Figures 2.6 and 2.7, illustrate of how the propagation mechanism of ZF and MRT
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with Nt = 100 and 5 users in the system by considering the multi-path channels. Signal at
different user arrives in different path after reflection, diffraction and scattering. In Figure
2.6, it is shown that field strength is zero for specific user location. The signal received
at specific user with ZF precoding add destructively to zero which nullify the impact of
interference, but reduces the signal strength of intended user. However, in MRT the signal
received at specific user is constructively added but impact of interference to other users is
significant as shown in Figure 2.7 [19].
2.4.3

Minimum Mean Square Error

The optimal linear precoding method used in multi-user MIMO downlink system is minimum mean square error (MMSE), which is generated by the mean square error technique.
This precoder is obtained by using Lagrangian optimization method using the average
power at each transmitted antenna as a constraint. The precoding matrix for MMSE precoding can be written as [37]

sive, low-power components.
Massive MIMO is a game changing technology with regard to theory, systems, and implementation. With massive MIMO, expensive
ultra-linear 50 W amplifiers used in conventional
28of low-cost
systems are replaced by hundreds
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The received signal vector of user k with MMSE precoding is given by
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K
Õ
1 T
m
y k = (h k H k λ k x k +
hTk Hl λm
k xl ) + H j v j + n k
β
l=1,l,k
T
where, λm
k is the k th column of (H k H k +

2.5

(2.12)

Nr
−1
Ptr I Nr ) .

Massive MIMO Advantages

As the number of BS antennas Nt becomes very large, more interesting observation starts to
begin. In this section few of many promising advantages of massive MIMO are discussed.
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2.5.1

Increase Spectral Efficiency

Massive MIMO inherits all gains from conventional multiuser -MIMO with Nt antennas at
base station and K single-antenna terminal users, can achieve a diversity of order Nt and a
multiplexing gain of min(Nt , K). By increasing both Nt and K, a huge spectral efficiency
and very high communication reliability by serving large number of users simultaneously
over the same bandwidth can be achieved.
2.5.2

Increase Capacity 10 Folds or More and Energy Efficiency

The capacity of massive MIMO increase due to the aggressive spatial multiplexing. In
the downlink, the base station can focus the energy into the spatial directions where the
terminals are located with extreme sharpness as shown in Figure 2.6 and 2.7. As a result
the radiated power can be reduced by an order of magnitude and thus by increasing energy
efficiency with the deployment of very large number antenna arrays. For a fixed number of
users, doubling the number of BS antennas, while reducing the transmit power, doubles the
radiated energy efficiency by maintaining the same spectral efficiency.
2.5.3

Inexpensive Power Components

With the implementation of massive MIMO, the costly ultra-linear 50W amplifiers used
traditional MIMO systems are replaced by 100 of low-cost amplifiers which has very small
output power range in milliwatt. Massive MIMO make sure that noise, fading and hardware
impairments average out when signal from a large number of antennas combined in air by
the law of large numbers. The large degree of freedom, for instance 300 base station
antennas serving 50 terminals, there are 250 degrees of freedom unused, and this can be
used for signal shaping.
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2.5.4

Simple Signal Processing

The use of an excessive number of BS antennas than the number of terminal users yields
favorable propagation environments, where the channel vectors between the users and the
BS are orthogonal. For favorable propagation environments, the effect of inter user interference and noise can be eliminated with liner precoding in the downlink and linear decoding
in the UL. Channel hardening is also the key property of Massive MIMO. Under some conditions, when the number of BS antennas is large, the channel becomes deterministic, and
the effect of small-scale fading can be averaged out. This simplifies the signal processing
significantly.
2.5.5

Reduction in Latency at Air Interface

Fading is the major factor which limits the performance of wireless communications systems. When transmitted the signal from the base station travels along the multipath before
it reaches the target user terminal, the resulting wave received at terminal interfere destructively. Because of this fading, it is very difficult to build low latency wireless links. When
the user terminal is trapped in fading dip, it has to wait until the propagation channels is improved enough to receive the transmitted data. Since massive MIMO depends upon the law
of large number and beam-forming which help to avoid fading dips this results in reduction
of latency in air interface.
2.5.6

Robust Against Unintentional Interference and Jamming

In modern days, one of the rising concerns and serious security threats is the purposeful
jamming of the signal that is intended for the legitimate user in the wireless systems which
is unknown to the user. Massive MIMO itself is robust against passive eavesdropping and
jamming attacks. In [38], the secrecy capacity between base station and the legitimate user

31
is Cs = max{CLU − CE D } where CLU and CE D are Shannon capacity of legitimate user
and eavesdropper respectively. In traditional MIMO, the Shannon capacity are of same
order of magnitude, but in massive MIMO time division duplex mode, the received power
at legitimate power is much higher than power received at eavesdropper. Which results that
secrecy capacity is equivalent to capacity of legitimate user without any extra effort is the
excellent features of physical layer security in massive MIMO.

2.6

Massive MIMO Challenges

There are numerous concerns that needed to be well investigated and addressed to make
massive MIMO system concepts a reality. Few of these challenges are discussed below:
2.6.1

Unfavorable Propagation Model

As the number of antennas grows in massive MIMO, the channel to the user is spatially
uncorrelated and channel vectors become pairwise orthogonal under advantageous propagation models. It is difficult to justify the realistic situation, since in massive MIMO, theoretically propagation condition is assumed to be independent and identically distributed
complex Gaussian condition [39], [16]. Few remarkable observations were reported in [26,
29,40], when multiple antennas are deployed in cylindrical or linear arrays at 2.6 GHz with
128 and 112 elements respectively. In [29], system performance with optimum dirty paper
coding bound drops to 55% instead of achieving 80% to 90% with closely spaced user having line of sight propagation setting. Whereas, in [40], the antenna correlation coefficients
are obtained higher than expected value under independent and identically distributed channel models. Despite the substantial differences between the ideal independent and identically distributed assumed model and the measured channels mode, both researches have
concluded that, the theoretical performance can still be achieved with large antenna arrays
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in reality.
2.6.2

Pilot Contamination

Practical cellular network system consists of multi-cells but most of the previous research
work considered single-cell single base station setup. Since there is a very limited availability of frequency spectrum, many cells should have to share the same time-frequency
resources. In multi cellular systems, owing to the channel coherence interval limitation, orthogonal pilot sequences for all users in all cells can not be assigned in the system. Orthogonal pilot sequences have to be reused from cell to cell. The channel estimate obtained in a
given cell will be contaminated by pilots transmitted by users in other cells. This effect, is
called pilot contaminations which reduces the system performance significantly [41]. The
effect of pilot contamination is major inherent limitation of Massive MIMO. It does not
vanish even when the number of BS antennas grows without bound. Considerable efforts
have been made to reduce this effect. The eigenvalue-decomposition-based channel estimation, pilot decontamination, as well as pilot contamination precoding schemes are proposed
in [42]. In [43] the authors shown that, under certain conditions of the channel covariance,
by using a covariance aware pilot assignment scheme among the cells, pilot contamination
can be efficiently mitigated. There is much ongoing present research on this topic.
2.6.3

TDD and FDD Mode

Due to the channel model estimation and feedback issues, most research on massive MIMO
systems are based on the time division duplex (TDD) mode. Frequency division duplex
(FDD) transmission mode can be implemented in massive MIMO by designing efficient
precoding methods based on partial channel state information [44] and by using idea of
compressed sensing to decrease the feedback overhead [45]. When antennas are deployed
in the finite area of base station then there is significant correlation between antennas.

33
Because of correlation among antennas, each antenna does not need channel state information. Therefore, channel state information can be compressed first and then fed back
the necessary information after that base station rebuilds the channel state information with
the received information. This is the good way to reduce the overhead for channel state
information. The downlink and uplink are associated with different frequencies, but those
are not independent of each there. To realize the channel reciprocity in frequency division
duplex systems several techniques were used. Different frequency correlation algorithms
are based of covariance matrix, spatiotemporal correlation and direction of arrival, which
are discussed and compared in [46]. Utilizing it in massive MIMO systems require more
investigation.
2.6.4

Modulation

Low cost power efficient radio frequency (RF) amplifiers are needed to construct the base
station with very large number of antennas. It is possible to achieve near optimal sum rate
performance at low transmit power to receiver noise power ratio in single carrier modulation without multi-user resource allocation and equalization at the receiver. But complex
scenario needs further exploration to determine whether it can be deployed in massive
MIMO or not.
2.6.5

Hardware Impairments

Limited research has been done on the effect of hardware impairments in the massive
MIMO systems. Initial research concluded that high array gain can be achieved with very
large number of antennas at base station despite of channel estimation error and capacity
ceiling due to hardware effects [47, 48]. Since massive MIMO depend on the law of large
number of antennas to nullify the noise, fading and interference, massive MIMO should
be built using low cost components. Few other researchs on mutual coupling [49], per
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antenna power constraint, phase noise [50, 51] are limited to signal processing rather than
actual implementation transceiver. However more further studies on the topic are needed
to make the massive MIMO a reality.
2.6.6

New MIMO Standards

It will be very efficient if massive MIMO can be deployed in current systems such as LTE.
However, the LTE standard only allows for up to 8 antenna ports at the BS [21]. Furthermore, LTE uses the perfect channel information that is assumed. For example, one option
of the downlink in LTE is that the base station transmits the reference signals through several fixed beams. Then, the users report back to the base station with the strongest beam.
After that, the base station will use this beam for the downlink transmission. Similarly,
massive MIMO also use the channel information that is estimated. However it is very difficult to introduce radical new wireless standard but, to make the massive MIMO concepts
a reality, new standards are required.
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CHAPTER 3
SECRECY ANALYSIS IN MASSIVE MIMO SYSTEM WITH TARGET SINR
REQUIREMENTS
Massive Multiple Input Multiple Output (MIMO) system is regarded as an emerging technology to enhance the capacity (achievable rate) of wireless communication systems. In
this chapter, an iterative algorithm that adapts transmit signal vector and power of the
user using game theory to enhance the physical-layer security (achievable secrecy rate)
of massive MIMO system in the presence of eavesdropper and jammers is presented.
The proposed algorithm takes account jammers impact while meeting the target Signalto-Interference-plus-Noise Ratio (SINR) and the impact of both eavesdropper and jammers
while evaluating the secrecy rate of the users. Furthermore, the existence and uniqueness
of Nash equilibrium is presented in this chapter. The performance of the algorithm using
numerical results obtained from simulations are evaluated. When both eavesdropper and
jammers are present close to the users, secrecy rate of legitimate users degrade significantly.

3.1

Background Study

Massive MIMO is regarded as a new technology to improve the system capacity of future
wireless communication systems where base stations are equipped with very large number
of antennas for both transmission and reception over the same time and frequency band.
The MIMO technology has been researched for last two decades and deployed in wireless
systems as it enhances the system capacity and reliability, however, the concept of equipping base station with large antenna arrays consisting of massive antenna elements is new
[16]. The base station with a large number of antennas simultaneously serves multiple
users and makes signal processing techniques simple so that multiplexing gain is shared
among all single antenna users which maximizes the channel capacity. The advantages
of massive MIMO include higher data rate, better link reliability and reduced interference
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with simple signal processing on top of all the benefits of conventional multiuser MIMO
in large scale. The capacity enhancement through massive MIMO can fulfill the exponentially increasing demand of wireless subscriptions needed for cyber-physical systems and
Internet-of-Things [52].
There are several approaches proposed in the literature to enhance the overall performance of the system [18, 19]. Simulation results presented in [18, 19] show that the
spectral efficiency can be improved while having reduced radiated power at the same time.
Furthermore, massive MIMO with matched-filter technique enhances the power efficiency
as compared to traditional MIMO systems as it nullifies the effect of noise and interference with a finite number of antennas [39], [16]. Note that once the massive MIMO
system started as a candidate solution to enhance overall system capacity, several security
challenges and attacks have been arising. The pilot contamination based attack has been
studied in [41] by sending fake pilot sequences which were not orthogonal were used during channel estimation process. This attack limit the achievable secrecy rate in massive
MIMO systems. The study in [38] has shown that the time division duplex mode in massive MIMO helps to enhance secrecy rate by using multiple transmit antennas since signal
power received by legitimate receiver is very high compared to the signal power received
by eavesdropper. In a classical Gaussian wiretap channel [53] where the transmitter, legitimate receiver, and an eavesdropper coexist, messages can be perfectly transmitted with a
positive rate for a legitimate transmitter and receiver pair as long as the channel condition
of the intended receiver is better than that of eavesdropper.
The eavesdropper remains passive and aims to overhear the communication between
transmitter and legitimate receiver so the channel state information of eavesdropper is unknown to the legitimate transmitter. In this case, the transmitter could simultaneously transmit its message with desired signal and artificial noise using multiple transmit antennas to
degrade eavesdropper channel and hence improve the secrecy capacity. If an eavesdropper
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has very large number of antennas, secrecy rate cannot be positive even with generating
artificial noise [38]. Authors in [54] have studied secrecy rate maximization assuming the
channel between transmitter and intended receiver as a secret key to make eavesdropper
decoding process complex. Multiple antennas with cooperative relays have been used to
enhance secrecy capacity of wireless systems [55,56] and MIMO wiretap channel in fading
environment was considered to improve secrecy capacity [57]. Furthermore, the region of
secrecy capacity in multiantenna multiuser networks from the practical transmission point
of view is an open research problem [58]. Note that none of these methods consider joint
impact of eavesdropper and jammers while evaluating the secrecy rate of the legitimate
users which are subject to imposed target SINRs.
In this chapter, the physical-layer security (achievable secrecy rate) of massive MIMO
system in the presence of an eavesdropper and jammers where legitimate users have target
Signal-to-Interference-plus-Noise Ratio (SINR) requirements is investigated. Each legitimate user adapts its transmit power and transmit vector using game theory to minimize
the impact of eavesdropper and jammers to enhance its secrecy rate. The performance of
the proposed iterative algorithm using numerical results obtained from simulations is evaluated. Eavesdropper and jammer, and legitimate users (aka players) are rational as they
maximize their utilities selfishly. Thus, the game theoretic approach to analyze the interaction between competing players in the system is used [59]. The uniqueness and existence
of Nash equilibrium of the game is also investigated. The rest of the chapter is organized
as follows. The system model and problem statement is described in Section 3.2. In Section 3.3, a non-cooperative game for maximizing secrecy rate, incremental strategies for
transmit vector and power adaptation, and the proposed algorithm is presented. Section 3.4
provides the numerical results to evaluate the performance of the proposed algorithm.
The findings presented in this chapter is published as a research article in IEEE INFOCOM Workshop on Cross-Layer Cyber-Physical Systems Security 2016 [17].
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Figure 3.1: System Model with Base Station, Users, Eavesdropper and Users
A massive MIMO communication system with K multi-antennas users, multi-antenna
eavesdropper and J multi-antennas jammer as shown in Fig. 3.1 is considered. The BS is
equipped with Nt transmit antennas and K users, where each users k has a device with nr,i .
ÍK
The total number of receive antennas of the system is Nr = i=1
nr,i . The jammer consists
of N j antennas capable of jamming the communication between transmitter and legitimate
receiver. We assume that the perfect channel state information is available in the system.
The received signal at k-th intended receiver can be written as:

rk = Hk xk +

K
Õ
l=1,l,k

H k xl +

J
Õ

H Jj,k v j + n k

(3.1)

j=1

where r k is the received Nr × 1 signal at k-th intended receiver, x k is Nt × 1 transmitted
signal vector that contains transmitted symbols, n k is Nr × 1 is the additive white Gaussian
noise(AWGN) at k-th intended receiver with n k ∼ N (0, σ 2k INr ) where σ 2k is noise power at
receiver, v j is N j × 1 jamming signal with v j ∼ N (0, σ 2j IN j ) where σ 2j is jamming power,
H k is Nr × Nt channel matrix of system connecting transmitter to k-th intended receiver
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and H j,k is Nr × N j channel matrix connecting j-th jammer to k-th user. Note that first
term in equation (3.1) represents the desired signal for intended receiver, second and third
term represent the interference seen by k-th receiver from transmitter to other receivers and
jammers respectively
The correlation matrix of received signal in equation (3.1) can be written as:
R=

K
Õ

Hl Ql HTl

+

J
Õ

H j,k R j HTj,k + W k

(3.2)

j=1

l=1

where Ql = E {xl xTl }, R j = E {v j vTj } and W k = E {ni nTi } are the covariance matrices of
the transmitted signal, jamming signal and noise respectively.
Then, the correlation matrix R k of the interference from others receiver, jammer and
a noise can be written as:

Rk =

K
Õ

H k Ql HTk +

=

H j,k R j HTj,k + W k

j=1

l=1,l,k
K
Õ

J
Õ

H k Ql HTk +

J
Õ

H j,k R j HTj,k + W k − H k Q k HTk

(3.3)

j=1

l=1

= R − H k Q k HTk
The correlation matrix R k in ( 3.3) is the interference to the k-th intended receiver that
depends on all other active users in the system except user k. Thus we can write SINR
matrix of the k-th receiver as:

SINR k =

H k Q k HTk
R

(3.4)

The achievable transmission rate of k-th intended receiver can be written as:

C k = log2 det INr + SINR k


≥ log2 1 + det SINR k


= log2 1 + η k

(3.5)
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where the SINR value η k is given by
η k = det SINR k = det


H k Q k HTk

!

R

(3.6)

The power matrix of k-th intended receiver is given by

P k = H k Q k HTk

(3.7)

The received signal re at eavesdropper can be expressed as
re = He x k + ne

(3.8)

where re is the received Ne × 1 signal at eavesdropper, ne is Ne × 1 is the additive white
Gaussian noise at eavesdropper with ne ∼ N (0, σ 2e INe ) and He is Ne × Nt channel matrix
connecting base station to e-th eavesdropper.
The achievable transmission rate of eavesdropper by overhearing the transmitted message for k-th legitimate receiver can be written as:



1
Ce = log2 det INe + 2 He Q k HTe
σe



1
≥ log2 1 + 2 det He Q k HTe
σe

(3.9)

Assuming that jammers are interested to deteriorate the SINR of legitimate user k and
are not interested in eavesdroppers, and by using (3.5) and (3.9), the achievable secrecy
capacity for k-th intended receiver is given by:

Ck = [C k − Ce ]+

(3.10)

where [x, 0]+ = max(x, 0). Note Ck can be maximized by minimizing Ce or maximizing C k by maximizing SINR k (equivalently minimizing R k ).
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For given target SINR requirements η∗k ∀k = 1, ..., K in the system with system gain
G are said to be admissible in the system if and only if the sum of effective bandwidth of
all users is less than system gain [60] i.e mathematically
K
Õ

η∗k

k=1

1 + η∗k

<G

(3.11)

The goal is to cast a problem for a non-cooperative game with separable utility function to minimize the payoff which maximizes the secrecy rate and to study the uniqueness,
convergence and existence of Nash equilibrium of the game.

3.3

Proposed Game Formulation and Algorithm

Non-cooperative game consist of set of players, sets of strategies for each player and corresponding player's utility (i.e., cost) function [59]. Each player wants to minimize its own
cost function selfishly disregarding its effect on other players in the system. For the system
model considered in this chapter, we formulate a non-cooperative game as:

G = hK, {Xk × Pk } k∈K , {u k (Xk × Pk )} k∈K i

(3.12)

where the components of the game are:
1. K = {1, 2, ..K } sets of player which are active users in the system
2. Xi is the set of transmitted symbols strategies for k-th player. The transmit vector is
defined by Nt dimensional sphere with radius 1 as:
Xk = {x k |x k ∈ RNt , kxk = 1},

∀k = 1, 2, ..K

(3.13)

Pk is the set of power strategies for k-th player that is defined by real interval (0,
Pmax ) as:
Pk = {pi |p k ∈ (0, Pmax ]},

∀k = 1, 2, ..K

(3.14)
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where p k = Tr(P k ) and Pmax is the maximum allowed power value.
3. u k : X × P → (0, ∞) is the user utility (i.e cost) function that maps joint strategy X =
X1 × X2 × .. × XK and P = P1 × P2 × .. × PK to the set of positive real numbers.
The cost function of each player is related to satisfaction experienced and use of system resources due to its strategy. We consider the cost function of wireless system as
function of transmit power and interference to the legitimate receiver in the system. The
intended receiver cost function matrix can be defined as the product of its power and its
interference as:
Uk = Pk Rk
= H k x k xTk HTk R k

(3.15)

= H k x k (H k x k ) R k
T

= yk yk T Rk,

∀i = 1, 2, ..K

where y k = H k x k . Finally, the receiver cost function can be expressed as:
u k = Tr(U k )

(3.16)

The utility function in equation (3.15) is quadratic form in terms of x k , thus differentiating equation (3.15) twice with respect to x k , we get
∂ 2 Uk
= 2H k HTk Rk
2
∂x k

(3.17)

Note that the interference correlation matrix R k (affecting the k-th intended receiver
given in equation (3.3)) is symmetric positive definite matrix. Thus, the utility function is
convex. Furthermore, when the user transmit power is fixed, corresponding cost function is
minimized by adjusting their transmit waveform vector in their respective strategy spaces
(3.13). To find the Nash equilibrium, minimization of utility function is considered as
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constrained optimization problem and KuhnTucker condition is used to find necessary and
sufficient conditions. Thus, the constrained optimization problem is given by:
min U k

subject to

xk

(3.18)

y k yTk = H k HTk

Then, the k-th receiver Lagrangian function to solve equation (3.18) and replace U k
by (3.15) as follows:

Λ k (y k , λ k ) = U k + λ k (y k yTk − H k HTk )
= yk yk Rk +
T

λ k (y k yTk

−

(3.19)

H k HTk )

where λ k is the Lagrange multiplier associated with constraint in (3.18). To minimize
the Lagrangian function in (3.19), we differentiate it with respect to y k and equate the
corresponding partial derivative to zero. Then,
∂Λ k (y k , λ k )
= 0 =⇒ R k y k = −λ k y k
∂y k

(3.20)

If λ k < 0, for any eigenvector of R k satisfies the condition in (3.20, The best response
for intended receiver is the eigenvector w k corresponding to its minimum eigenvalue of R k .
Since minimum eigenvector w k reduces the effects of jamming and interference corrupting
intended receiver signal, at Nash equilibrium, all suers transmit vector should be minimum
eigenvectors of their corresponding interference, jammer and noise correlation matrices.
Note that λ k is the minimum eigenvalue of R k , the SINR of k-th user at the optimal Nash
equilibrium is equal to the target SINR and is expressed as η∗k =

pk
λk ,

∀k = 1, ..., K.

To verify whether the minimum eigenvector is optimal with respect to minimization
of utility function in (3.15), expansion of Lagrangian function (3.19) in Taylor series satisfying the necessary KT condition is used. The second order term Taylor series expansion
of Lagrangian expression in (3.19) is
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D k = (−1) 

∂ 2 Λk (yk ,λk )
∂y2k
∂ 2 Λk (yk ,λk )
∂λk ∂yk

T

∂ 2 Λk (yk ,λk )
∂λk ∂yk

(3.21)

∂ 2 Λk (yk ,λk )
∂λk2

for k = 1, 2, ...., K
The optimal transmit vector is updated with eigenvector corresponding to minimum
eigenvalue of corresponding interference, jammer and noise correlation matrix R k . At optimal Nash equilibrium point, the game satisfies the condition (3.21) that can be expressed
as a determinant condition:

D k = (−1)

2(R k − η∗k INr ) 2y k
2yTk

>0

(3.22)

0
for k = 1, 2, ...., K

Then, this is the unique optimal equilibrium point of the game for minimizing user
cost function.
3.3.1

Incremental Strategies in the Game

In practical wireless communication systems, sudden changes in transmit signal vector
and/or transmit power to meet the targeted SINRs may lead to high probability of error
at the receiver. Thus, a more practical approach is required to update the transmit signal
vector and power with corresponding incremental changes to make receiver able to continue tracking transmitted signal with high accuracy. To this objective, we propose to use
incremental updates for the given user k as:

x k (n + 1) =

x k (n) + mβw k (n)
kx k (n) + mβw k (n)k

(3.23)

where w k is the minimum eigenvector of correlation matrix of interference, jammer and noise in equation (3.3) which affects the intended receiver, β is the parameter
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that limits the Euclidean distance between the updated and previous signal vector and
m = sgn[xTk (n)w k (n)] is the sign to determine whether signal vector should be increased or
decreased from its previous value.
Similarly, incremental power update for the given user k is given by:


P k n + 1 = 1 − µ P k (n) + µη∗k R k (n)

(3.24)

where 0 < µ < 1. Since only a fraction of µ contributed in update to meet the targeted
SINR so (3.24) is called lagged update and portion (1− µ) represents the present power. The
proposed incremental in (3.23) and (3.24) are descent based optimization technique [61]
which ensure the minimum cost is maintained.
3.3.2

The Algorithm

Based on the analysis presented above, an iterative algorithm proposed is as shown in
Algorithm 1.

46
Algorithm 1 Secrecy Rate Analysis Algorithm
1:

Input Data:

Channel matrices H k , 14:

H j,k , He and initial power ∀k, target 15:

k (n)
x k (n + 1) ← kxxkk (n)+mβw
(n)+mβwk (n)k


P k n+1 ← 1− µ P k (n)+ µη∗k R k (n)

SINR k ←

noise covariance matrix W k , ∀k, con- 17:

η k (n) ← det(SINR k )

stants β, µ and tolerance limit .
ÍK η ∗
2: if k=1 1+ηk ∗ < G then

19:

C k ← log2 (1 + η k )

Ce ← log2 det INe +

STOP. Users with η kast , ∀k are not ad- 20:

Ck (n) ← [C k − Ce ]+

missible

21:

P k ← H k Q k HTk

else

22:

p k (n) ← Tr(P k )

23:

Uk ← yk yk T Rk

24:

u k (n) ← Tr(U k )

25:

n←n+1

26:

yk ← Hk xk

18:

k

3:

4:
5:
6:
7:

n←0
for all k ← 1, 2, ...., K do
uk ← 0

8:

end for

9:

n←n+1

10:
11:
12:
13:

Hk Qk HTk
R

SINR η∗ of users and system gain G, 16:

27:

D k ← (−1)

for k ← 1, 2, ...., K do
repeat
R k ← R − H k Q k HTk
minimum eigenvector of R k

30:

2(R k − η∗k INr ) 2y k

>0

2yTk

0
until ∆u k (n) >  & D k < 0, ∀k

28:
29:

1
H Q HT
σ 2e e k e

end for
end if

The steps 11 through 28 of the Algorithm 1 execute incremental adaptation of transmit vector and power to minimize the user cost function while meeting the target SINR with
minimum power. The optimality condition in (3.22) assures the optimal Nash equilibrium
of the game. The fixed point of algorithm is reached when change in incremental transmit vector and power are smaller than the specified tolerance limit . When the condition
(3.22) is not satisfied, the algorithm repeats Steps 11 through 28 and the adaptive update
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moves the system from suboptimal Nash equilibrium to optimal one. Note that the convergence speed of adaptive algorithm depends on constants β and µ along with corresponding
increment of transmit vector in (3.23) and power in (3.24) respectively.

3.4

Numerical Analysis

To illustrate the proposed algorithm, we have considered a massive MIMO system with
K = 7 users where an eavesdropper overheard the legitimate communications and 3 jammers sent jamming signals towards legitimate receivers. The transmitter and legitimate
receiver were equipped with Nt = 7 and Nr = 7 antennas respectively. Eavesdropper and
jammers were equipped with N j = 7 and Ne = 7 antennas respectively. The AWGN covariance matrix at legitimate receiver and the eavesdropper are considered 0.01INr and 0.01INe
respectively. The constants used in simulation were set to be β = 0.02, µ = 0.01 and
tolerance limit  = 0.001. The channel matrix H k , H j,k , He and transmitted signal vector
were generated randomly. Maximum allowed power level was set to Pmax = 5mW.
In the simulation experiment, we set different target SINRs η∗k = {1, 2, 3, 4, 5, 6, 7}
for users who satisfy the admissibility condition in (3.11) to assess the convergence of
proposed algorithm for G = 6. We ran the algorithm and have plotted the variation of
user SINRs as shown in Fig. 3.2 where users instantaneous SINRs settled down to their
corresponding target SINRs.
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Figure 3.2: Variations of users SINRs

We have also plotted the power variation for each user for a given scenario as shown
in Fig. 3.3. We note that the power decreased smoothly in each iteration as shown in Fig.
3.3, while SINR for each user converged to its targeted value as shown in Figure 3.2.

Figure 3.3: Variations of users powers
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In Fig. 3.4, we have plotted the variation of cost (utility) function for each user in the
presence of eavesdropper and jammer. As expected, cost function was decreasing as shown
in Fig. 3.4.

Figure 3.4: Variations of user cost functions

Finally, we plotted the variation of secrecy rate of each user in the presence of 3
jammers only as shown in Fig. 3.5 and in the presence of jammers and eavesdropper as
shown in Fig. 3.6. As legitimate users were able to adapt their signal vectors, effect of
jammer was not significant in secrecy rate as shown in Fig. 3.5 since each user was able to
meet the target SINR (as shown in Fig. 3.2) with minimum power (as shown in Fig. 3.4).
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Figure 3.5: Variations of secrecy rate of users in the presence of jammer

However, when eavesdropper was present along with 3 jammers in the network, the
secrecy rate decreases significantly as shown in Fig. 3.6. When algorithm reached Nash
equilibrium, user one had zero secrecy rate as it was close to eavesdropper and 3 jammers
which resulted in loss in secrecy rate.
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Figure 3.6: Variations of secrecy rate of users in the presence of jammer and eavesdropper

Note that the legitimate users can adapt their transmit signal vectors and powers to
mitigate jammers effect when perfect channel state information is available and be able to
meet their target SINR values with minimum transmit power while maintaining positive
secrecy rate. However, when both jammers and eavesdropper are present in the network,
secrecy rate degraded significantly. Furthermore, when eavesdropper and/or jammers were
close to the user, the users secrecy rate was impacted significantly resulting 0 bps/Hz (as
shown in Fig. 3.6 for user 1).
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CHAPTER 4
SECRECY ANALYSIS WITH ZERO-FORCING PRECODING
Massive multiple-input multiple-output (MIMO) is the key technology to improve the capacity of future generation wireless communication systems. In this paper, the secrecy rate
of legitimate users is investigated by using Zero-Forcing (ZF) precoding technique. ZF is
used to nullify the inter-user interference in a single cell massive MIMO system with a very
large number of base station antennas serving users considering the dual threat of jamming
and eavesdropping adversaries. The closed form user ergodic secrecy rate is derived using
ZF precoding technique to obtain the optimal number of users for maximum secrecy rate.
This is achieved by assuming the channel state information is known at the transmitter. We
also observed that achievable secrecy rate decrease significantly in the presence of jammers
and eavesdropper. The system performance is validated using Monte Carlo simulations.

4.1

Background Study

The Massive MIMO technology is now gaining substantial research attention from both
academia and industry [18, 39]. The massive MIMO is enabling technology for the future
generation wireless systems to enhance the system capacity and reliability. Massive MIMO
deploys very large number of antenna array on a scale of few hundreds at base station which
can serve many users that are using the same frequency resources simultaneously [16]. The
basic concept of Massive MIMO is to leverage all the benefits of a conventional multi-user
MIMO such as high data rate and link reliability but in large scale. Due to the high array gain, the massive MIMO system also improves the power efficiency as compared to
conventional MIMO systems which helps nullify the effect of noise and interference with
finite number of antennas [39]. In [53] and [62], the wiretap channel model and the concept of secrecy rate was first proposed. However, just recently research in physical layer
security of base stations equipped with antennas at a massive scale has attracted significant
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interest [63, 64]. When the transmitter is equipped with massive antennas, beamforming
can enhance the secrecy rate. The optimal beamforming strategy without artificial noise
to achieve maximum secrecy rate for multiple input single output was proved to be the
maximum ratio transmission [65]. Since massive MIMO depends on spatial multiplexing,
which requires sufficient channel state information (CSI) knowledge at base station [66],
precoding techniques can be exploited to improve the physical layer security (secrecy rate)
for such wireless systems. This is achieved by adapting the transmission to channel by
using the CSI at transmitter. In [67], the channel capacity lower bound for maximum ratio transmission (MRT) and Zero Forcing (ZF) precoding techniques is derived. In this
work,the spectral efficiency is evaluated by considering the efficient channel estimation to
acquire the channel state information (CSI) for each user. The achievable sum rate and
energy efficiency of ZF precoded downlink massive MIMO system with Ricean fading
channels is investigated with optimal power allocation strategy [68]. The performance of a
massive MIMO system in terms of achievable sum rate and transmitted power with respect
to the number of base station antennas using ZF and MRT is derived and compared [69].
In [70], the performance of downlink massvie MIMO using ZF is investigated in terms of
lower bound average area spectrum efficiency as a function of the number of transmitting
antennas and users. The performance of downlink massive MIMO systems with ZF and
MRT precoding techniques was also investigated in [18]. However, none of these existing research considered dual threat of jamming and eavesdropping attack to evaluate the
achievable secrecy rate using different precoders. In chapter, we analyzed the performance
of a massive MIMO downlink system using a ZF percoding technique considering the dual
impact of jammer and eavesdropper. The system’s secrecy rate was evaluated in terms of
the number of base station antennas and users. The remainder of the chapter is organized
as follows. Section 4.2 presents the proposed system model. Section 4.3 discusses the
performance analysis and simulation results.
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4.2

System Model

A single cell massive MIMO system equipped with Nt number of transmit antennas at the
base station serving K single-antenna users in the presence of eavesdropper and jammer is
considered as illustrated in Figure 6.1. The eavesdropper with Ne antennas tries to passively
overhear and J jammers with N j antennas inject jamming signal to deteriorate the signal
intended for user k. Perfect user’s channel state information is assumed to be available at
the base station in addition to using a zero-forcing linear precoding scheme. Without loss
of generality, we further assume that Nt >> Ne >> K. The received signal of user k, and
Eavesdropper
1

e

E
1

He

x1
xk

W

s

k

HT

xK
K

Users
1

j
Jammer

J

Figure 4.1: The System Model
the eavesdropper are given as follows:
yk = Hk sk +

K
Õ
l=1,l,k

Hl sl +

J
Õ

H j,k v j + n k

(4.1)

j=1

ye = He s k + ne

(4.2)
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where y ∈ CNr ×1 is the received signal vector, n k ∈ CNr ×1 is the additive white Gaussian
noise (AWGN) with n k ∼ N (0, σ 2k INr ) and positive definite covariance matrix, σ 2k is the
noise power, v j ∈ CN j ×1 is the jamming signal with ∼ N (0, σ 2j IN j ), σ 2j is the jamming
power, H k ∈ CNr ×Nt is the channel gain matrix between the user k and the base station,
H j,k ∈ CNr ×N j is the channel gain matrix between j th jammer and user k, He ∈ CNe ×Nt is
the channel gain matrix between the base station to the eavesdropper, ne is the AWGN at
h
i
the eavesdropper with ne ∼ N (0, σ 2e INe ). Let W k = w1, · · · , w k , · · · , wK be the

Nt × Nr precoding matrix, where w k is the k th column of W and Pk = Tr E{x k xTk } is the
transmit power of user k. Then the transmitted signal vector when Zero-Forcing is used,
s k , is given as follows [37]:
s
sk = Wk xk =

Pk T
H (H k HTk )−1 x k
γk k


Let Ω k = HTk (H k H k T )−1 then γ k = Tr Ω k ΩTk =

K
Nt −K

(4.3)

as Nt → ∞. In ZF, the precoder

is designed to nullify the effect of interference among the users which is assumed to implement a pseudo-inverse of the channel matrix, i.e., h k w j = 0 for j , k, where w k is
obtained by normalizing the kth column of W k . The received signal vector of user k with
ZF precoding is given as follows:
K
J
Õ
Õ
1
y k = (h k Ω k x k +
h k Ω k xl ) +
h j,k v j + nk
β
j=1
l=1,l,k

where β =

q

γk
Pk

(4.4)

is the scalar of Weiner Filter. The achievable secrecy rates of user k and

eavesdropper with ZF precoding are given as follows:
1

ZF

Ck

2

|h k Ω k |
β2
©
ª
= log2 1 +
®
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2
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|h
|
1
+
Ω
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k
k
j,k
j
β l=1,l,k
«
¬
ZF



Ce = log2 det INe

Pk
+ 2 2 He Ω k ΩTk HTe
β σe



(4.5)

(4.6)
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The overall system achievable secrecy rate, Ck , is given as follows:
Ck = [E(CkZF ) − E(CeZF )]+

(4.7)

where [x]+ is max(x, 0).

4.3

Performance Analysis

This section provides the simulation results to evaluate the performance of proposed system
model in terms of achievable secrecy rate. In this simulation, the system performance was
investigated considering a single base station equipped with more antennas than the users
it serves. Therefore, intra-cell interference is not considered.
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Figure 4.2: The secrecy rate variation with number of users when SINR=30 (dB) and Nt =
{40, 60, 80, 100, 120, 140}
Figure 4.2 illustrates the achievable secrecy rate for signal-to-interference-plus-noise
ratio (SINR) of 30 dB when varying the number of transmit antennas. For a given SINR
value, it was observed that the secrecy rate and the optimal number of users increase as we
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increases the transmit antennas Nt . The secrecy rate varied quadratically with respect to
number of transmitting antennas (Nt ), while the optimal number of users changed linearly
with respect to Nt .
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Figure 4.3: The secrecy rate variation as a function of BS antennas (Nt ) and Eavesdropper
antennas (Ne ) (a) σj = 0 dBm (b) σj = 10 dBm
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Figures 4.3-(a,b) highlights the variation of the secrecy rate when varying the number
of base station transmit antennas Nt and eavesdropper antennas Ne for a specific jamming
power values. As depicted from both Figures 4.3-(a,b), for the fixed number of base station transmit and eavesdropper antennas, the achievable secrecy rate decreases with the
increase of jamming power. In addition, for any jamming power, if Ne remains constants,
the achievable secrecy rate increases exponentially with the increasing Nt . However, for
constant value of Nt , secrecy rate decreases drastically with increasing the eavesdropper
number of antennas Ne .
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Figure 4.4: The secrecy rate with increasing interference power
Figure 4.4 depicts the achievable secrecy rate of the proposed model as a function of
interference power. First, the system was considered without jammers and eavesdropper
to establish a baseline. Then when jammers were added, the achievable secrecy rate significantly decreases for low values of interference power and gradually becomes zero as
interference power kept increasing. It was also observed that the achievable secrecy rate
of the proposed system model decreased accordingly when considering the joint impact of
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jammers and eavesdroppers.

4.4

Chapter Summary

In this chapter, we investigated the physical layer secrecy rate in a single cell massive
MIMO system considering dual-threat eavesdropping and jamming using zero-forcing precoding technique. The closed form expression of ergodic secrecy rate of legitimate user
was derived and verified using Monte Carlo simulations. Numerical results illustrated that
increasing the base station antennas increases the achievable secrecy rate nonlinearly while
the number of optimal users increases linearly in the system. We also observed that secrecy
rate decreases significantly with the increase of eavesdropper antennas and jamming power.
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CHAPTER 5
SECRECY ANALYSIS WITH MRT PRECODING USING NORMALIZATION
METHODS
In this chapter, we investigated the secrecy sum-rate performance of single cell downlink
massive multiple input multiple output (MIMO) systems in the presence of an eavesdropper
and jammers adopting the maximum ratio transmission (MRT) precoding technique. We
considered vector and matrix normalization to derive an approximate closed-form expression for ergodic achievable secrecy sum-rate (SSR) for both low and high signal to noise
ratio regime. We observed that the secrecy sum-rate achieved using matrix normalization
is always better than vector normalization for MRT. The analytical findings were validated
using numerical simulation.

5.1

Background Study

The Massive MIMO technology has been gaining substantial research attention from both
academia and industry lately [18, 39]. The massive MIMO is expected to become the technology of the next generation wireless systems due to its significant improvement to the
system capacity and relaibility. These improvements is mainly due to the deployment of
a very large number of antenna arrays, on a scale of few hundreds, at the base station
which can simultaneously serve many users sharing the same frequency resource [16]. The
main purpose of Massive MIMO is to leverage all the benefits of conventional multi-user
MIMO, including data rate and link reliability, by scaling up the MIMO system. By deploying large scale antenna arrays at base stations the spectral and energy efficiency can be
enhanced significantly as compared to conventional MIMO systems which helps nullify the
effect of noise and interference with finite number of antennas [16,18,37,39,70]. The main
purpose of imposing precoding in massive MIMO technology is to diminish the significant
impact of multiuser interference and to enhance the large scale antenna array gain. Lin-
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ear precoding technique play an important role in massive MIMO signal processing. The
massive MIMO system downlink performance, in terms of energy and spectral efficiency
using ZF precoding technique, is investigated in [71]. The ergodic performance of massive
MIMO systems with ZF and MRT precoding for the downlink and ZF and MRC precoding
for the uplink system using normalization is compared in [72]. The performance of a single
cell downlink massive MIMO system using ZF, MRT and MMSE (minimum mean square
error) precoding techniques is analyzed in terms of spectral efficiency in [73]. To achieve
the maximum secrecy rate for multiple input single output system with optimal beamforming strategy and without artificial noise, maximum ratio transmission (MRT) is proved to
be the precoding of choice [65]. Massive MIMO system is based on spatial multiplexing
which requires sufficient channel state information at the base station [66]. Therefore, precoding techniques can be exploited to enhance the performance of massive MIMO wireless
system in terms physical layer security (secrecy sum-rate) by adapting the transmission to
channel using the channel state information at the transmitter. In [67], the lower bound of
capacity for maximum ratio transmission (MRT) and Zero Forcing (ZF) precoding technique are derived and their spectral efficiency is evaluated by considering efficient channel
estimation to acquire CSI at each user. The achievable sum-rate and energy efficiency of
ZF precoded downlink massive MIMO system with Ricean fading channels is investigated
with optimal power allocation strategy [68]. The performance of massive MIMO system in
terms of achievable rate and transmit power with the increase in number of base station antenna considering ZF and MRT is derived and compared in [69]. In [70], the performance
of downlink massvie MIMO using ZF is investigated in terms of lower bound average area
spectrum efficiency as a function of number of transmit antennas and number of users.
As indicated in the introduction, the literature did intensively investigate every aspect
of Massive MIMO. However, to the best of our knowledge there isn’t any existing research
that addressed the joint impact of jammers and eavesdroppers to evaluate the achievable
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secrecy sum-rate using normalized MRT precoding. Therefore, in this research, we analyzed the performance of single cell massive MIMO downlink system with MRT percoding
technique in the presence of both jammer and eavesdroppers. We evaluated the system performance assuming a very large number of base station antennas compared to the number
of users in terms of secrecy sum-rate.

5.2

System Model

We consider a single cell massive MIMO system with a standard secrecy model as shown
in Figure 6.1. There is one base station equipped with Nt transmitting antennas serving
K number of single-antenna users in presence of an eavesdropper and J jammers with N j
numbers of antennas. We assume that the base station has perfect channel state information and use linear precoding schemes, where the number of antennas are greater than the
number of users i.e. Nt >> K.
Eavesdropper
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He

x1
xk

W
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k
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xK
K

Users
1

j
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Figure 5.1: The System Model
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The received signal at user k is given by:
K
Õ

yk = Hk sk +

Hl sl +

l=1,l,k

J
Õ

H j,k v j + n k

(5.1)

j=1

where y ∈ CNr ×1 is the received signal vector, n k ∈ CNr ×1 is an additive white Gaussian noise (AWGN) with n k ∼ N (0, σ 2k INr ) and positive definite covariance matrix, σ 2k
is noise power, v j ∈ CN j ×1 is jamming signal injected by the jammers to deteriorate the
desired signal of user k with ∼ N (0, σ 2j IN j ), σ 2j is jamming power, H k ∈ CNr ×Nt is channel
gain matrix between the user and the base station and H j,k ∈ CNr ×N j is channel gain matrix
between j-th jammer and user k. For simplicity, we assume σn2 = σe2 and let ρ =

Ptr
.
σn2

Let W ∈ CNt ×Nr be a precoding matrix and x k ∈ CNr ×1 is transmitted information vector,
where x k is data symbol for user k and E[|x k | 2 ] = 1. The transmit vector s k ∈ CNt ×1 can
be written as s k = W k x k . If the transmitter power is constrained then E[Tr(ks k k 2 )] = Ptr ,
where Ptr is the maximum available transmitter power.
Now, equation (6.1) can be rewritten as:

yk = Hk Wk xk +

K
Õ

Hl W k xl +

l=1
l,k

J
Õ

H j,k v j + n k

(5.2)

j=1

Note that the first term in equation (5.2) represents the desired signal, while the second and third terms represent the interference due to rest of users and jammers within the
system, respectively.
The received signal at the eavesdropper can be modeled as follows:
re = He x k + ne

(5.3)

where ye is the received signal vector at eavesdropper, ne is the additive white Gaussian
noise at the eavesdropper with ne ∼ N (0, σ 2e INe ) and He is the channel matrix connecting
the users to the eavesdropper.
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5.3

Secrecy Sum Rate Analysis

The instantaneous channel state information of the eavesdropper is unknown which means
it is very difficult to evaluate the secrecy rate. Therefore, in this section, we derive the capacity bound of egrodic secrecy rate of legitimate user and eavesdropper as a performance
metric in the presence of eavesdropper and jammer adopting MRT precoding with various
normalization methods. By using the Jensen’s inequality of convex and concave function,
the achievable transmission rate of the k-th user is given as:

n
o+
CS = E[C k ] − E[Ce ]

(5.4)

where, [x]+ is max(x, 0), C k and Ce are the achievable rate of user k and the eavesdropper
respectively.
In this paper, we analyze the ergodic secrecy rate of the maximum ratio transmission
(MRT) precoding technique considering normalization methods to satisfy the power constraint. The vector and matrix normalized beamforming vectors are given by w k =
and w k =

fk
kFk F .

√

fk
K kfk k

In this paper, we neglect the power optimization in the massive MIMO

anntena system to simplify the problem. We also assume that equal power per downlink
stream is imposed with vector normalization whereas matrix normalization imposes different power per stream. The received signal at the k-user with vector normalization is given
as:
yk =

hTk √

wk
K kw k k

xk +

K
Õ
l=1

hTk √

wl
K kwl k

xl + hTj v j + nk

(5.5)

l,k

The received signal at the k-user with matrix normalization is given as:
K

yk =

hTk

Õ
wk
wl
xk +
hTk
xl + hTj v j + nk
kWw k
kW
k
w
l=1
l,k

(5.6)
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5.3.1

Maximum Ratio Transmission

Maximum Ratio Transmission (MRT) is a precoding method used to maximize SINR of the
user. MRT works well in the multi-user MIMO system in which the base station transmits
very low signal power to users. The precoding matrix for MRT precoding can be expressed
as:

WMRT
=
k

1
Hk
β

(5.7)

where β is the scalar of Weiner filter which is given by:
s
r
Tr(Hk HkT )
γk
=
β=
Ptr
Ptr
where γ k =

K
Nt −K

q

as Nt → ∞ then β =

(5.8)

K
Ptr (Nt −K) .

The achievable secrecy rates of user k and eavesdropper with MRT precoding are
given as follows:

©
CkMRT = log2 1 +

ρ |h k w k | 2
ÍNr
1 + ρ l=1
l,k

«

ª
®
2
2®
H
h k wl + h k, j v j
¬

(5.9)

and
MRT

Ce



= log2 det INe

ρ
+ He H k HTk HTe
γk



(5.10)

The egrodic achievable sum-rate of eavesdropper for MRT precoding in high SINR
region is given by:
E[CeMRT ] =

K
Õ
l=1

φ (Ne − i + 1) + Klog2 (ρK)

(5.11)
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where φ(r) is the diagamma function. Similarly, the egrodic achievable sum-rate of the
eavesdropper for MRT precoding in low SINR region is given by:
E[CeMRT ] = Ne ρ

(5.12)

Proof : Please see Appendix A for proof of equations (5.11) and (5.12).
The achievable sum-rate of eavesdropper in equation (5.11) vary with the number of
eavesdropper antennas Ne and number of served users K at high SNR regime. However,
from equation (5.12), we can conclude that the achievable sum-rate is independent of the
number of users and remains constant as a product of Ne and ρ at low SNR.
5.3.2

Maximum Ratio Transmission with Normalization

In this section, we derive the egrodic capacity bound for MRT precoding technique with
normalization in both low and high SNR regime.
1. Matrix Normalization: The egrodic achievable sum-rate of user k with matrix normalization for MRT precoding in low and high SNR region is given by:

CkMRT



K
Õ
2
©
ª
|h
|
ρ
w

k
k
®
= E  log2 1 +
ÍNr
2 ®

H
1 + ρ l=1 h k wl

 i=1
«
¬

l,k



4
©
ª
|h
|
ρ

k
®
= KE log2 1 +
ÍNr
2 ®

H
1 + ρ l=1 h k hl


«
¬

l,k


ρ(Nt + 1)
= Klog2 1 +
ρ(K − 1) + K

(5.13)

When ρ → ∞ then denominator terms ρ(K − 1) + K is equivalent to ρ(K − 1) for
K ≥ 2. Therefore, we can rewrite equation (5.13) as follows:

E[CeMRT ] ≥ Klog2 1 +

Nt 
K −1

(5.14)
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From equation (6.15), we can conclude that the achievable sum-rate of user k is
independent of the transmit power for K ≥ 2. Similarly when K = 1, then equation
(5.13) becomes as follows:

E[CeMRT ] ≥ Klog2 ρNt



(5.15)

The achievable secrecy sum-rate for MRT precoding technique with matrix normalization when K = 1 and K ≥ 2 can be summarized as follows:





K=1

 log2 (Nt ) − φ(Ne ),
MRT
CS = n
(5.16)
o+



 ψ(Nt, K, ρ) − φ(K, Ne ) , K ≥ 2



ÍK
Nt
where ψ(Nt, K, ρ) = Klog2 K−1
and φ(K, Ne ) = l=1
φ (Ne − i + 1). Similarly, the
achievable egrodic secrecy sum-rate of MRT with matrix normalization, when Nt is
very large, in low SINR region is given by:

n

o+
Nt − 1 
CSMRT = Klog2 1 +
ρ − Ne ρ
K

(5.17)

2. Vector Normalization: The sum-rate achieved by user k for MRT precoding with
vector normalization in low SNR region is given by as follows:

CkMRT



2
Õ
© 1 + ρ h k √ fk
ª
K
K kfk k

®
= E  log2 
®
2
ÍNr

®
hl
 i=1
1 + ρ l=1 h k √

K khl k ¬
«

l,k



Nt
©
ª

ρ

®
K
≈ KE log2 1 +
2 ®
H

ÍK | hk hl | ®

1 + ρ l=1

K |hl | 2 ¬
«

l,k


ρNt
= Klog2 1 +
ρ(K − 1) + K

(5.18)
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The achievable egrodic secrecy sum-rate of MRT with vector normalization, when
Nt is very large, in low SINR region is given by:


CSMRT = Klog2 1 +


o+
ρNt
− Ne ρ
ρ(K − 1) + K

(5.19)

Similarly, the sum-rate achieved by user k for MRT precoding with vector normalization in high SNR region is given by as follows:


E[CkMRT ] = Klog2 1 +

ρ(Nt + 1) 
ρ(K − 1) + K

(5.20)

The achievable egrodic secrecy sum-rate of MRT with vector normalization, when
Nt is very large, in high SNR region is given by:

(


CSMRT = Klog2 1 +
K
Õ


ρNt
ρ(K − 1) + K
)+

φ (Ne − i + 1) − Klog2 K ρ

(5.21)



l=1

5.3.3

Performance Comparison

Comparing the achievable ergodic sum-rate of user k using matrix and vector normalization
from equations (5.13), (5.18) and (5.20), we can conclude the following:
In low SNR region,
CS,MRT-M
> CS,MRT-V
L
L

(5.22)

CS,MRT-M
≈ CS,MRT-V
H
H

(5.23)

In high SNR region,

69
From equations (5.12), it can be noticed that the achievable sum-rate of eavesdropper is
constant, therefore, the achievable ergodic secrecy sum-rate using matrix normalization
performs better than the vector normalization at low SNR i.e.,

CS,MRT-M
> CS,MRT-V
H
H

(5.24)

However, there is insignificant performance gap between achievable ergodic secrecy sumrate with vector and matrix normalization at high SNR.

5.4

Numerical Analysis

Thus far, we have derived the closed-form expression of the achievable ergodic secrecy
sum-rate for massive MIMO system in the presence of eavesdropper and jammer using
MRT precoding technique with different nomalization methods in section 6.3. In this section, simulation results are presented to validate the derived closed-form expression. All
simulation results are based on perfect channel state information and single antenna user.
All simulation results are shown in terms of achievable secrecy sum-rate versus the number of users in the system. We performed Monte Carlo simulation consisting of 10,000
independent trials to obtain the average results.
Figure 5.2 represents the achievable secrecy sum-rate versus number of user with
MRT precoding technique for matrix and vector normalization at low SNR. This figure
indicates that the achievable secrecy sum-rate can be enhanced by deploying more users.
It is also observed that the MRT with matrix normalization performs better than the vector
normalization at low SNR which validates the derived the closed-form expression (6.40).
Figure 5.3 represents the achievable secrecy sum-rate versus the number of user with MRT
precoding technique for matrix and vector normalization at different SNR values. This figure indicates that as the SNR increases the secrecy sum-rate with normalization technique
also increases.
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Figure 5.2: Variation of achievable secrecy rate with number of users at low SNR region
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Figure 5.3: Variation of achievable secrecy rate with number of users at different SNR
Figure 5.4 represents the approximate achievable secrecy sum-rate versus the number
of user with normalization methods at low SNR at different number of transmitting antennas. This figure indicates that increasing the number of antennas enhances the secrecy
sum-rate of the users.
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Figure 5.4: Variation of achievable secrecy rate with number of users varying BS antennas
at low SINR regime
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Figure 5.5: Achievable secrecy rate versus number of users at low SNR where Ne = 0 and
Nt = 400
Figure 6.9 illustrates the achievable sum-rate of MRT at low SNR by setting Ne =
0 and Nt = 400 to compare the simulation model results with the closed-form reported
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in [18]. The results indicate that when Nt → ∞ the proposed MRT technique with vector
normalization outperforms the existing works reported in [18]. Hence, we can conclude
that the proposed ergodic sum-rate using vector normalization is more accurate and simpler
than what was reported previously.
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CHAPTER 6
SECRECY SUM RATE ANALYSIS UNDER DUAL THREAT ATTACKS USING
NORMALIZATION METHODS
In this chapter, a closed-form approximation for the ergodic achievable secrecy sum-rate
(EASSR) was derived considering the joint impact of eavesdroppers and jammers. Two
widely used linear precoding technique, zero-forcing (ZF) and maximum ratio transmission (MRT), were used with normalization techniques, matrix and vector normalization,
to analyze the secrecy performance. Closed-form expressions are used to explain how
the secrecy performance is affected when using ZF and MRT precoding under eavesdropping and jamming attack model. We also analyzed which combination of normalization
method and precoding technique performs better under various scenarios. From the analytical expressions and simulation results, we observed that the vector normalization and
matrix normalization performs better for ZF precoding compared to MRT precoding in
high signal-to-noise ratio (SNR) regime. In low SNR, MRT with matrix normalization
outperforms ZF with vector normalization regardless of the number of users. Further, we
observed that MRT fails to serve more than two users in high SNR regime. Numerical
results obtained from Monte Carlo simulation are used to corroborate the accuracy of the
asymptotic secrecy analysis.

6.1

Background Study

The Massive MIMO technology has been recently gaining substantial attention from both
academia and industry [18, 39]. The massive MIMO is a promising technology for future
generation wireless systems that enhances the system’s capacity and reliability. These improvements are mainly due to deploying an array of a very large number of antennas on a
scale of few hundreds at the base station which can simultaneously serve many users within
the same frequency resource [16]. Using a large-scale antenna array, the massive MIMO
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strives to improve the performance of the conventional multi-user MIMO systems such as
data rate and link reliability. In addition to this, the large antenna array gain of the massive
MIMO system improves the power efficiency compared to the conventional MIMO system
which helps nullify the effect of noise and interference [39]. In [53,62], the wiretap channel
model and the concept of secrecy rate were proposed. Recently, research invovling physical layer security was proposed by deploying the base station with a massive scale antenna
arrays [63, 64, 74]. When the transmitter is equipped with massive-scale antenna arrays,
beamforming can enhance the secrecy rate. The optimal beamforming strategy without artificial noise to achieve maximum secrecy rate for multiple input single output is achieved
using maximum ratio transmission (MRT) precoding [65]. Since massive MIMO depends
on spatial multiplexing that requires sufficient channel state information (CSI) at base station [66], precoding technique can be used to enhance the performance of massive MIMO
system in terms of achievable secrecy rate. The enhancement of the achievable secrecy rate
is achieved by adapting the transmission to channel by using channel state information at
the transmitter.
In [67], the lower bounds of capacity for maximum ratio transmission (MRT) and
Zero Forcing (ZF) precoding techniques were derived into terms of the spectral efficiency
for which they used the efficient channel estimation to acquire CSI for each user. The
achievable sum rate and energy efficiency of ZF precoded downlink massive MIMO system with Ricean fading channels were investigated with optimal power allocation strategy [68]. In [69], the massive MIMO system performance was derived and compared in
terms of achievable rate and transmit power as a function of the base station’s number of
antennas using ZF and MRT precoding techniques. In [70], the performance of a massvie
MIMO system with a downlink channel using ZF was investigated in terms of lower bound
average area spectrum efficiency as a function of number of transmit antennas and number of users. In [24, 28, 75], the numbers of base station antennas allocated per user was
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impractically large. The authors partitioned the massive MIMO system into homogeneous
classes of users and optimized the downlink MIMO precoding for each class which improved the system performance significantly. The assumption of deploying infinite number
of a base station antennas to serve finite number of users simultaneously eliminates the
inherited challenges of practical massive MIMO systems. However, such systems are not
practical. In [76], the Dirty Paper precoding was used to evaluate the sum-capacity of multiuser downlink MIMO system, however, they did not consider secrecy model within their
analysis. In [16], it was shown that linear precoding techniques, such as ZF and matched
filter, are effective in controlling inter-user interference and obtained a near optimal solution when very large number of base station antennas were deployed to serve small number
of users in the system.
To the best of our knowledge, none of the existing research in massive MIMO systems
considered the dual impact of jammers and eavesdroppers to analyze the ergodic achievable
secrecy sum-rate (EASSR) using linear precoding and normalization techniques. Therefore, in this chapter, we analyzed the performance of massive MIMO downlink systems
using two linear percoding technique, zero-forcing and maximum ratio transmission, in the
presence of both jammers and eavesdroppers. We also proposed the concept of combining
precoding techniques and normalization methods to optimize the achievable secrecy rate
performance for both low and high signal-to-noise ratio (SNR) scenarios.
The rest of the chapter is organized as follows. Section 6.2 introduces the massive
MIMO system model. Section 6.3 presents the asymptotic achievable secrecy sum-rate
analysis using ZF and MRT precoding with matrix and vector normalization and provides
a performance comparison. Section 6.4 provides the numerical results to corroborate the
derived analytical model and evaluate the performance of the proposed system.
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6.2

System Model

A single cell massive MIMO system using a standard secrecy model was considered. In
this model, there is one base station equipped with Nt number of transmit antennas serving
K number of single-antenna user in presence of an eavesdropper and J jammers with Ne
and N j numbers of antennas respectively. It was assumed that the base station has perfect channel state information and uses a linear precoding technique and a normalization
method, where the number of transmit antennas are greater than the total number of users
i.e. Nt >> K. The system model is illustrated in Fig. 6.1.
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Figure 6.1: Massive MIMO System Model
For this system model, the k-th user received signal is expressed as follows:

yk = Hk sk +

K
Õ
l=1
l,k

Hl sl +

J
Õ

H j,k v j + n k

(6.1)

j=1

where y k ∈ CNr ×1 is the received signal vector, n k ∈ CNr ×1 is an additive white
Gaussian noise (AWGN) with n k ∼ N (0, σ 2k INr ) and positive definite covariance matrix,
where σ 2k is noise power. For simplicity, σ 2k = σ 2e and ρ =

Pk
σ 2k

was assumed. v j ∈

CN j ×1 is jamming signal injected by jammer to deteriorate desired signal of user k with ∼
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N (0, σ 2j IN j ) where σ 2j is jamming power, H k ∈ CNr ×Nt is the channel gain matrix between
the base station and the user, and H j,k ∈ CNr ×N j is channel gain matrix between j-th jammer
and user k.
Let W ∈ CNt ×Nr be the precoding matrix and x k ∈ CNr ×1 is the transmitted information
vector, where x k is the data symbol for user k and E[|x k | 2 ] = 1. The transmit vector
s k ∈ CNt ×1 can be written as s k = W k x k . If the transmitter power is constrained then
E[Tr(ks k k 2 )] = Ptr , where Ptr is the maximum available transmitter power. Therefore,
equation (6.1) can be written as:

yk = Hk Wk xk +
| {z }
desired signal

K
Õ

Hl W k xl +

H j,k v j + n k

(6.2)

j=1

l=1
l,k

|

J
Õ

{z

interference

}

| {z }
jammer

Note that first term in equation (6.2) represents the desired signal, while the second
and third terms represent the interference due to the presence of other users in the system
and jammers respectively. Finally, the received signal at the k-th user is expressed as:

y k = hTk w k x k +
| {z }
desired signal

K
Õ

hTk wl xl + hTj w j v j + nk
| {z }
l=1
l,k
| {z } jammer

(6.3)

interference

To eliminate the effect of inter-user interference and jammers, the following ZF and
MRT precoding matrices were used:
h
i
T
T
−1
Z F : W = H (HH ) = w1 · · · w k · · · wK
h
i
∗
M RT : W = H = w1 w2 · · · w k · · · wK
where W is a precoding matrix consisting of each column vector wk . The received
signal at eavesdropper is given by:
re = He x k + ne

(6.4)

where re is the received signal vector at eavesdropper, ne is the additive white Gaussian
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noise at the eavesdropper with ne ∼ N (0, σ 2e INe ) where σ 2e is eavesdropper power, and He
is the channel matrix connecting base station to eavesdropper.
In this chapter, the performance of massive MIMO was investigated to maximize the
achievable secrecy rate. The egrodic achievable rate of user k is given by:
n
h
S io
E[C k ] = E log2 1 +
I+N
n
 S o
≤ log2 1 + E
I+N

= log2 1 + SINR k

(6.5)

by using Jensen’s Inequality of convex and concave function, where S, I, and N represents
the desired signal power, interference plus jammer power and noise power respectively.

6.3

Asymptotic Achievable Secrecy Sum Rate Analysis

In this section, we derive the ergodic achievable secrecy rate of zero forcing and maximum
ratio transmission precoding techniques to analyze which normalization methods performs
better under dual threat of eavesdropping and jamming. The instantaneous channel state
information of the eavesdropper is unknown which means it is very difficult to evaluate
the instantaneous achievable secrecy rate. Therefore, the ergodic achievable secrecy rate
(EASR) is used as a performance metric in the presence of eavesdropper and jammer and
is given by:

n

CS = E[C k ] − E[Ce ]

o+

(6.6)

where {x}+ is max(x, 0), C k and Ce are the achievable rate of the k-th user and the eavesdropper respectively. The vector and matrix normalized beamforming vectors are given by
wk =

√

fk
K kfk k

and w k =

fk
kFk F .

In this chapter, the massive MIMO antenna system power

optimization was neglected to reduce the complexity of the problem. It was also assumed
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that vector normalization imposed equal power per downlink stream whereas matrix normalization imposed different power per streams.
1. Vector Normalization: The received signal at k-th user with vector normalization is
given as:
yk =

hTk √

wk
K kw k k

xk +

K
Õ

hTk √

l=1

wl
K kwl k

xl + hTj v j + nk

(6.7)

l,k

2. Matrix Normalization: The received signal at k-th user with matrix normalization is
given as:

K

y k = hTk

Õ
wk
wl
xk +
hTk
xl + hTj v j + nk
kW k k
kW
k
l
l=1

(6.8)

l,k

6.3.1

Achievable Secrecy Sum Rate for Maximum Ratio Transmission

Maximum Ratio Transmission (MRT) is a precoding technique used to maximize SINR of
the user. MRT works well in multi-user MIMO systems where the base station transmit
very low signal power to users. The precoding matrix for MRT precoding is expressed as:
WMRT
=
k

1
Hk
β

where β is the scalar of Weiner Filter which is given by:
s
r
Tr(Hk HTk )
γk
β=
=
Pk
Pk

(6.9)

(6.10)

The received signal vector by user k with MRT precoding technique is given by:

K

Õ
1
y k = (h k hTk x k +
h k hTl xl ) + H j v j + nk
β
l=1
l,k

(6.11)
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The achievable secrecy sum-rate of user k and eavesdropper with MRT precoding is
expressed as follows:
MRT

Ck

©
= log2 1 +
1+
«
MRT

Ce



1
β2
1 Í Nr
β2 l=1

= log2 det INe

l,k

|h k | 4

ª
®
2
2®
H
h k hl + h k, j v j
¬

ρ
+ 2 He H k HTk HTe
σe



(6.12)

(6.13)

The matrix normalization and vector normalization scenarios are presented to characterize the egrodic achievable secrecy sum-rate (EASSR) for MRT precoding technique:
1. Matrix Normalization: The egrodic achievable sum-rate of user k with matrix normalization for MRT precoding in low and high SNR region is given by:



K

Õ
2
©
ª
|h
|
ρ
w


k k

®
1
+
log
]
=
E
E[Ck,MRT-M


2
ÍNr
H
2 ®

H
1 + ρ l=1 h k wl

 i=1
«
¬

l,k




4
©
ª
|
|h
ρ

k
®
= KE log2 1 +
ÍNr
2®

1 + ρ l=1
h k hlH 

«
¬

l,k


ρ(Nt + 1)
= Klog2 1 +
ρ(K − 1) + K

(6.14)

The egrodic achievable sum-rate of MRT with matrix normalization, when Nt is very
large, in high SNR regime then denominator terms ρ(K − 1) + K is equivalent to
ρ(K − 1). When K ≥ 2, then equation (6.14) is expressed as:

E[Ck,MRT-M
]
≥
Klog
2 1+
H

Nt 
K −1

(6.15)

Equation (6.15) indicates that the EASR of user k is independent of transmit power.
Therefore, when Nt is very large and K = 1, then equation (6.14) is expressed as:
E[Ck,MRT-M
] ≥ Klog2 ρNt
H



(6.16)
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Equation (6.16) indicates that the egrodic achievable sum-rate of user k is a function
of the Nt , K and ρ. Therefore, when Nt is very large, then the egrodic achievable rate
of eavesdropper with MRT precoding in a high SNR regime is given by:
E[Ce,MRT
]=
H

K
Õ

 
φ (Ne − i + 1) + Klog2 ρK

(6.17)

l=1

where φ(r) is the diagamma function.
For additional details regarding the proof please refer to Appendix A.
The EASSR for MRT precoding technique in high SNR regime, when Nt is very
large, can be summarized as follows:

CS,MRT-M
H

where, Φ(K, Ne ) =





 log2 (Nt ) − Φ(K, Ne ),

= n
o+



 χ(K, ρ, Nt ) − Φ(K, Ne ) ,


l=1 φ (Ne

ÍK

K=1

(6.18)

K≥2

− i + 1) and χ(K, ρ, Nt ) = Klog2



Nt
ρK(K−1)



.

When K ≥ 2, to achieve positive EASSR Nt must be always greater than ρK(K − 1).
For instance, when ρ = 30dB = 1000 then Nt > 1000K(K − 1) = 2000 for K = 2,
which is not possible. Therefore, it is concluded that MRT precoding technique in
high SNR regime cannot serve more than two users simultaneously.
Similarly, the egrodic achievable sum-rate of eavesdropper for MRT precoding with
matrix normalization in low SNR region, when Nt is very large, is given by:
E[Ce,MRT
] = Ne ρ
L

(6.19)

For additional details regarding the proof please refer to Appendix A.
From equation (6.19), it is observed that the ergodic achievable sum-rate of eavesdropper in low SNR remains constant with a given number of eavesdropper antennas
Ne and ρ, and it is independent of the number of users in the system. However,
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the EASR of eavesdropper in high SNR region grows with Ne and K as shown in
equation (6.17).
The EASSR of MRT precoding technique with matrix normalization in low SNR
region, when Nt is very large, is given by:
o+
n

Nt − 1 
CS,MRT-M
ρ
−
N
ρ
=
Klog
1
+
e
2
L
K

(6.20)

2. Vector Normalization: The EASR achieved by user k for MRT precoding with vector
normalization in low SNR is given by:
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Õ
K
© 1 + ρ h k √ fk
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L
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ρNt
= Klog2 1 +
ρ(K − 1) + K

(6.21)

The EASSR for user k with vector normalization of MRT precoding low SINR region, when Nt is very large, is given by:
n

=
Klog
CS,MRT-V
2 1+
L


o+
ρNt
− ρNe
ρ(K − 1) + K

(6.22)

Similarly, the EASR achieved by user k for MRT precoding with vector normalization in high SNR, when Nt is very large, is given by:

MRT-V

E[Ck,H

] = Klog2



ρ(Nt + 1)
1+
ρ(K − 1) + K



(6.23)
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Now, the EASSR for user k with vector normalization of MRT precoding high SINR
region, when Nt is very large, is given by:

(


CS,MRT-V
=
Klog
1+
2
H
K
Õ

ρ(Nt + 1) 
−
ρ(K − 1) + K
)+

(6.24)

φ (Ne − i + 1) − Klog2 (ρK)

l=1

6.3.2

Achievable Secrecy Sum Rate for Zero Forcing Precoding

The Zero Forcing (ZF) technique is linear precoding technique to eliminate out inter-user
interference at each other end which is assumed to implemnt a pseudo-inverse of the channel matrix. The precoding matrix for ZF can be written as [37]:
WZF
k =

1
H k (H k H k T )−1
β

(6.25)
r

where β is the scalar of Weiner Filter which is given by β =

Tr(Bk BTk )
Pk

=

q

γk
Pk

and

B k = H k (H k H k T )−1 . The transmitted signal vector when Zero-Forcing is used, s k , is given
as follows [37]:

s
s k = WZF
k xk =

Pk T
H (H k HTk )−1 x k
γk k


Let Ω k = HTk (H k H k T )−1 then γ k = Tr Ω k ΩTk =

K
Nt −K

(6.26)

as Nt → ∞. In ZF, the precoder

is designed to nullify the effect of interference among the users which is assumed to implement a pseudo-inverse of the channel matrix, i.e., h k w j = 0 for j , k, where wZF
k is
obtained by normalizing the kth column of W k . The received signal vector of user k with
ZF precoding is given as follows:
K

J

Õ
Õ
1
y k = (h k Ω k x k +
h k Ω k xl ) +
h j,k v j + nk
β
j=1
l=1
l,k

(6.27)
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The achievable secrecy sum-rate of user k and eavesdropper with ZF precoding can be
written as follows:
ZF

Ck

2
1
©
2 |h k Ω k |
β
log2 1 +
=
ÍK
|h k Ω k | 2 + h j,k v j
1 + 1β l=1
l=1
«
l,k
K
Õ



ZF

Ce = log2 det INe

ρ
+ 2 He Ω k ΩTk HTe
σe

ª
®
2®
¬



(6.28)

(6.29)

The matrix and vector normalization scenarios are presented to characterize the EASSR for
ZF precoding technique:
1. Matrix Normalization: The egrodic achievable sum-rate of user k with matrix normalization for ZF precoding using the property of Wishmart matrics [77] is given
by [18]:


Nt − K 
]
=
Klog
1
+
ρ
E[Ck,ZF-M
2
H
K

(6.30)

The egrodic achievable rate of eavesdropper with ZF precoding in high SNR regime,
when Nt is very large, is given by:
E[Ce,ZF
H] =

K
Õ

φ (Ne − i + 1) + Klog2 (

l=1

Nt − K
ρ)
Nt K

(6.31)

where φ(r) is the diagamma function.
The proof of the above equation is similar to the proof provided in Appendix A.
Therefore, for additional details regarding the proof please refer to Appendix A.
The EASSR of ZF with matrix normalization, when Nt is very large, in high SINR
region is given by:

ZF-M

CS,H

n

= Klog2 Nt −

K
Õ
l=1

φ (Ne − i + 1)

o+

(6.32)
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Equation (6.32) shows that the EASSR of ZF precoding with matrix normalization
is independent of the transmitted power and is a function of the number transmit
antennas Nt , the numbers of users K, the number of eavesdropper antennas Ne . When
Nt is very large and K = 1, the EASSR of ZF and MRT precoding with matrix
normalization in high SNR are equivalent, which can be seen from equations (6.18)
and (6.32).
In high SNR region, the egrodic achievable secrecy sum-rate performance increases
with number of the transmit antennas Nt and users K.
Similarly, the egrodic achievable rate of eavesdropper with ZF precoding in low SNR
regime, when Nt is very large, is given by:
E[Ce,ZF
L ] =

Nt − K
Ne ρ
Nt

(6.33)

The proof of the above equation is similar to the proof provided in Appendix A.
Therefore, for additional details regarding the proof please refer to Appendix A.
Now, the EASSR of ZF with matrix normalization, when Nt is very large, in low
SINR region is given by:

ZF-M

CS,L

n

= Klog2




o+
Nt − K
Nt − K
1+
ρ −
Ne ρ
K
Nt

(6.34)

2. Vector Normalization: The EASR achieved by user k for ZF precoding with vector
normalization is given by [78]:

ZF-V

E[Ck,L

Nt − K + 1 
] = Klog2 1 +
ρ
K


(6.35)

The k-th user EASSR using ZF precoding with vector normalization for high and
low SNR regimes is given by equations (6.36) and (6.37), respectively:
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ZF-V

CS,H

ZF-V

CS,L

 Õ
K
o+
Nt (Nt + 1)
φ (Ne − i + 1)
−
Nt − K
l=1

(6.36)


o+
Nt − K
Nt − K + 1
1+
Ne ρ
ρ −
K
Nt

(6.37)

n



n



= Klog2

= Klog2

For very large Nt , equation (6.36) converges to equation (6.32), which means that for
high SNR region egrodic achievable secrecy sum-rate is equal and increases with the
number of transmit antennas Nt and the number of users K in the system.
6.3.3

Performance Comparison of Precoding and Normalization Methods

To quantify the performance of ZF precoding technique, the EASSR of user k was compared using both matrix and vector normalization methods in low and high SNR regimes.
Comparing equations (6.34) and (6.37) for low SNR regime, it can be observed that ZF
with vector normalization outperforms the ZF with matrix normalization as indicated in
equation (6.38).

> CS,ZF-M
CS,ZF-V
L
L

(6.38)

However, when comparing equations (6.32) and (6.36) for high SNR regime, it can
be observed that ZF with vector normalization and the ZF with matrix normalization are
almost similar in performance whenever the number of transmit antenna is much larger
than the number of users in the system as indicated in equation (6.39).

CS,ZF-V
≈ CS,ZF-M
H
H

(6.39)

As for MRT precoding, it was concluded from equation (6.18) that when K ≥ 2, Nt
must be always greater than ρK(K − 1) to achieve positive EASSR. For instance, when
ρ = 30dB = 1000 then Nt > 1000K(K − 1) = 2000 for K = 2, which is not possible.
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Therefore, in high SNR regime, MRT precoding technique cannot serve more than two
users simultaneously.
However, in the low SNR regime, equation (6.19) indicates that the achievable sumrate of eavesdropper is constant. Therefore, in terms of EASSR, MRT precoding using
matrix normalization performs better than MRT precoding using vector normalization as
indicated in equation (6.40).

> CS,MRT-V
CS,MRT-M
L
L

(6.40)

To validate these analytical findings, the system was modeled and simulated to obtain
numerical results which are presented in Section 6.4.

6.4

Numerical Results

In this section, Monte-Carlo simulations are conducted to validate the analytical closedform expression derived in Section 6.3 and to analyze and study the joint impact of eavesdropper and jammer using precoding and normalization methods on the k-th user EASSR.
All simulation results were obtained by averaging over 10,000 independent channel realization.
Fig. 6.2 depicts the achievable ergodic secrecy sumrate of ZF and MRT precoding
techniques with vector normalization as a function of the number of base station antennas
for a fixed number of users K = 120 in low SNR regime ρ = −5dB. It can be observed
from Fig. 6.2 that MRT provides higher secrecy sumrate when the base station is equipped
with less than 76 antennas. Whereas, ZF provides better performance than MRT when the
base station has more than 76 transmitting antennas.
Fig. 6.3 highlights the achievable ergodic secrecy sumrate for ZF and MRT precoding
technique with matrix normalization as a function of the number of base station antennas
for a fixed number of users K = 120 in low SNR regime ρ = −5dB. It can be observed from
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Figure 6.2: Achievable Secrecy Sumrate of ZF and MRT with Vector Normalizaton at low
SNR (ρ = −5dB)
Fig. 6.3 that MRT with matrix normalization provides higher achievable sumrate regardless
of the number of antennas.
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Figure 6.3: Achievable Secrecy Sumrate of ZF and MRT with Matrix Normalizaton at low
SNR (ρ = −5dB)
Fig. 6.4 depicts the achievable secrecy sumrate for ZF precoding with matrix and
vector normalization as a function of the number of users for a fixed number of antennas
Nt = 200 in low SNR regime ρ = −10dB. It can be observed from Fig. 6.4 that ZF
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precoding with vector normalization always performs better than ZF precoding with matrix
normalization in low SNR regime. The optimal number of users for maximum secrecy rate
with ZF vector normalization at given ρ = −10dB and Nt = 200 is 17.
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Figure 6.4: Achievable Secrecy sumrate of ZF at low SNR (ρ = −10dB)
Fig. 6.5 highlights the achievable secrecy sumrate of MRT precoding with matrix and
vector normalization as a function of the number of users for a fixed number of antennas
Nt = 200 in a low SNR regime ρ = −10dB. It can be observed from Fig. 6.5 that MRT
precoding with matrix normalization always performs better than MRT precoding with
vector normalization in low SNR regime.
Fig. 6.6 depicts the achievable secrecy sumrate of ZF precoding with vector normalization and MRT precoding with matrix normalization representing the best two normalization and precoding combinations as a function of the number of users for a fixed number
of base station antennas Nt = 200 in low SNR regime ρ = −10dB. It can be observed from
Fig. 6.6 that MRT precoding with matrix normalization is always better than ZF precoding
with vector normalization at low SNR regardless of the number of users K.
Figs. 6.7 and 6.8 depict the achievable secrecy sum-rate for ZF and MRT precoding
for both normalization methods and compare them at two values of SNR 0dB and 10dB
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Figure 6.5: Achievable Secrecy sumrate of MRT at low SNR ρ = −10dB
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Figure 6.6: Achievable Secrecy Sum-rate of ZF Vector and MRT Matrix Normalization at
low SNR (ρ = −10dB)
respectively. It is observed from Figs. 6.7 and 6.8 that MRT precoding with matrix normalization and ZF precoding with vector normalization always provide improved achievable
secrecy sum-rate performance. Therefore, it is concluded that in the low SNR regime MRT
precoding is always better than ZF precoding especially when the number of active users
present in the systems is larger than threshold when MRT and ZF EASSR performance are
equal. It is also observed that this threshold point shift to right when SNR value increases.
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This means that suitable precoding can be determined using this threshold at low SNR.
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Figure 6.7: Achievable Secrecy Sum-rate Comparison of ZF and MRT at 0dBm
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Figure 6.8: Achievable Secrecy Sum-rate Comparison of ZF and MRT at 10dB
In Fig. 6.9 depicts the achievable secrecy rate of MRT precoding at low SNR by setting
Ne = 0 and Nt = 200 to compare proposed simulation result with the closed form in
[18]. Simulated results show, that when Nt → ∞, proposed MRT technique with vector
normalization outperforms the existing works in [18]. Hence, we can conclude that the
proposed ergodic sum-rate with vector normalization is more accurate and simpler than
existing work.
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Figure 6.9: Achievable secrecy rate versus number of users at low SNR where Ne = 0 and
Nt = 200
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CHAPTER 7
CONCLUSION
This chapter summarizes the contributions of this research and also suggests some possible
future directions. This thesis consist of two parts. The first part chapter 3 and the second
part consists of chapter 4, 5, and 6.
Chapter 3, present an iterative algorithm to evaluate the physical-layer security (achievable secrecy rate) of massive MIMO system in the presence of an eavesdropper and jammers. The proposed algorithm adapts the transmit signal vector and power of the user
using game theory to satisfy target SINR requirements while minimizing the impact of
eavesdropper and jammers. The performance of the proposed algorithm using numerical
results obtained from simulations are evaluated. Legitimate users were able to adapt their
transmit signal vectors and powers to mitigate jammers effect and be able to meet their target SINR values with minimum transmit powers while maintaining positive secrecy rate.
However, when both eavesdropper and jammers were present and were close to the users,
secrecy rate of legitimate users impacted significantly. The existence and uniqueness of
Nash equilibrium of the game theoretic approach used is presented in this chapter.
Chapter 4, the physical layer secrecy rate in a single cell massive MIMO system considering dual-threat eavesdropping and jamming using zero-forcing precoding technique
is investigated. The closed form expression of ergodic secrecy rate of legitimate user was
derived and verified using Monte Carlo simulations. Numerical results illustrated that increasing the base station antennas increases the achievable secrecy rate non-linearly while
the number of optimal users increases linearly in the system. Secrecy rate decreases significantly with the increase of eavesdropper antennas and jamming power is observed.
Chapter 5, the performance of a single cell downlink massive multiple input multiple
output (MIMO) system in the presence of an eavesdropper and jammers is investigated.
Maximum ratio transmission (MRT) precoding technique is used for performance analysis
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in term of achievable ergodic secrecy sum-rate. An approximate closed-form expression for
ergodic achievable secrecy sum-rate (SSR) at low and high SNR for both legitimate users
and eavesdropper is derived. The matrix normalization outperforms the vector normalization for MRT. We also observed that the achievable secrecy rate increases exponentially
with the numbers of antennas at high SNR. Furthermore, the closed-form expression indicates that the achievable secrecy rate increase with number of users.
Chapter 6, investigate the joint impact of jammer and eavesdropper on the achievable
secrecy performance of downlink single cell massive MIMO system deploying the zeroforcing and maximum ratio transmission precoding technique with normalization methods.
We derived the closed form achievable egrodic secrecy sumrate for a user in both low and
high SNR for vector and matrix normalization using both precoding techniques. Additionally, we dervied the achievable egrodic achievable rate of eavesdropper. From the analytical
and simulation results, we observed that matrix normalization provides better performance
for MRT precoding and vector normalization performs better for ZF precoding. In low
SNR regime, MRT precoding with matrix normalization outperforms ZF precoding with
vector normalization at low SNR regime regardless of the number of users in the system.
Furthermore, it was concluded that MRT precoding fails to serve more than two users in
high SNR regime.
As possible future directions of this research work, we suggest the following:
1. Extending the devised approach to a multi-cell scenario
2. Incorporating the effects of pilot contamination
3. Working with imperfect CSI rather than perfect CSI
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CHAPTER 8
APPENDIX
Let G =

√1 HH He
Nt k

then, [G]i, j =

√1 hH he j ,
Nt k i

where [G]i, j and he j are (i, j)-the element of

G and j-th column of He j respectively. When Nt → ∞,

√1 hH he j
Nt ki

∼ CN(0, 1). Then we

can write:
ρ
He H k HTk HTe
= E log2 det INe +
Nt K
i
h

ρ
= E log2 det INe + GH G
K
h

i
ρ
H
= E log2 det INe + GG
K
In high SINR regime, when ρ → ∞


E(CeM RT )

E(CeM RT )



h



= E log2 det GG

H

i



+ E [log2 (K ρ)]

(8.1)

(8.2)

If the LQ decomposition of G is G = LQ. Then, using [79], we can write
h

i
h

i
H
H
E log2 det GG
= E log2 det LL
=
=

K
Õ
i=1
K
Õ

2
log[ χ2(N
]
e −i+1)

(8.3)

φ(Ne − i + 1)

i=1
2
where, [L]i,i ∼ χ2(N
, ∀K are independent random variables of lower-triangular matrix
e −i+1)

of G.
The achievable rate of eavesdropper in the high SINR regime is given by
E[CeM RT ]

=

K
Õ

φ(Ne − i + 1) + E [log2 (K ρ)]

(8.4)

i=1

The achievable rate of eavesdropper in low SNR regime, when ρ → 0
E[CeM RT ] =

ρ
E[Tr(GGH )] = Ne ρ
K

The proof for equation (5.11) and (5.12) is complete.

(8.5)
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